ORACLE

Oracle Banking Digital
Experience

Installer Pre-Requisite Setup Manual
Release 16.2.0.0.0

October 2016

Part No. E79009-01



Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual

October 2016

Oracle Financial Services Software Limited
Oracle Park

Off Western Express Highway

Goregaon (East)

Mumbai, Maharashtra 400 063

India

Worldwide Inquiries:

Phone: +91 22 6718 3000

Fax:+91 22 6718 3001

www.oracle.com/financialservices/

Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners.

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any
programs installed on the hardware, and/or documentation, delivered to U.S. Government end users are “commercial
computer software” pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental
regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including any operating
system, integrated software, any programs installed on the hardware, and/or documentation, shall be subject to license
terms and license restrictions applicable to the programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate failsafe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation
of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any
errors, please report them to us in writing.

This software or hardware and documentation may provide access to or information on content, products and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any
kind with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be
responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or
services.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual ii


http://www.oracle.com/financialservices/

ONoUR~WNE

Table of Contents

[ (=] = (o= ST OPUPPPRRRT 4
T} e X [ To3 1o ¥ o PRSP SP 5
Installing and Configuring Weblogic 12¢ With JRF .........ooiiiiiiiiiii e 6
Oracle Webtier INSTAIIAtION .......oiii et e e e e e e s s e b eeeaeeeas 23
Oracle HTTP Server Webgate Installation and Configuration..........cccccceeiiiiiiieinee e, 41
Oracle Identity and Access Management Installation and Configuration ..........ccccccoeecvvveeneennn. 52
Oracle Access Management ConfigUIration .........ueiieeei i e e e 73
LDAP Installation and CoNfiQUIatiON ..........ooccuiiiiiieei e e e e e e e e e s rreeeaaee s 109

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual iii



1.
11

1.2

1.3

1.4

1.5

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual

Preface

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

https://support.us.oracle.com

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall
structure of the User Manual.

The subsequent chapters describes following details:
e Introduction

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 16.2.0.0.0, refer to
the following documents:

e Oracle Banking Digital Experience Licensing Guide


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://support.us.oracle.com/

2.1

Introduction

Introduction

This guide helps you to do the pre-requisite setup required before the execution of
OBDX 16.2.0.0.0 Installer.

More details about each task are explained in detail in following sections.

Software List

Software Name Version Links/Location/eDelivery File Mandatory
Software

Oracle Database 12¢ http://www.oracle.com/technetwork/d Y
atabase/enterprise-
edition/downloads/index.html

Oracle Java 1.8 http://www.oracle.com/technetwork/j Y

Development Kit ava/javase/downloads/jdk8-
downloads-2133151.html

Oracle WebLogic 12.1.3.0.0 | http://www.oracle.com/technetwork/ |y
middleware/weblogic/downloads/wls-
main-097127.html

Oracle Weblogic 12.1.3.0.0 Y

Infrastructure

Oracle Web Tier 11.1.1.9.0 http://www.oracle.com/technetwork/j v

Suite ava/webtier/downloads/index2-
303202.html

Oracle Webgates 11.1.2.3.0 http://www.oracle.com/technetwork/ v

Suite middleware/id-mgmt/downloads/oam-
webgates-2147084.html

Oracle Installer — 10.3.6.0 http://www.oracle.com/technetwork/ | \

WebLogic middleware/weblogic/downloads/wls-
main-097127.html

Oracle Java 1.7 http://www.oracle.com/technetwork/j Y

Development Kit ava/javase/downloads/java-archive-
downloads-javase7-521261.html#jdk-
7u80-oth-JPR

Oracle Identity and 11.1.2.3.0 http://www.oracle.com/technetwork/ N

Access middleware/id-mgmt/downloads/oid-

Management Suite 11gr2-2104316.html|

(IAM)

LDAP 11.1.2.3.0 http://www.oracle.com/technetwork/ N
middleware/id-mgmt/downloads/oid-

(OUD/OpenLDAP) 11gr2-2104316.html
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Installing and Configuring Weblogic 12c with JRF

3. Installing and Configuring Weblogic 12c with JRF

This chapter describes the steps for installing the Weblogic Server version 12.1.3.0.0
along with the components of Java Required Files (JRF) in the following sections
respectively:

e Section 3.1, "Installing Stand-alone Weblogic"

e Section 3.2, "Extending the Weblogic environment with JRF"

3.1 Installing Stand-alone Weblogic

Oracle WeblLogic Server is a scalable, enterprise-ready Java Platform, Enterprise
Edition (Java EE) application server. The WebLogic Server infrastructure supports the
deployment of many types of distributed applications

This chapter describes the installation tasks which contains the following sections:
e  Section 3.1.1, "Pre-requisite - Installing Java 1.8"
e  Section 3.1.2, "Installing Weblogic"
e  Section 3.1.3, "Verifying the Installation”
3.1.1 Pre-requiste - Installing Java 1.8

e Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-
8ul01-linux-x64.tar.gz file to a directory.

e Change the directory in which you want to install,
cd <Directory_Path>

e Unpack the tarball and install Java using the following command:
tar zxvf <Path>/jdk-8ul101-linux-x64.tar.gz

Note : You must enter the absolute path of the folder where the TAR file is located.

¢ Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_Install_Path>/jdk1.8.0_101
export PATH=$JAVA_ HOME/bin:$PATH
3.1.2 Installing Weblogic

e Obtain Weblogic 12.1.3 JAR from the Oracle Fusion Middleware Downloads.
Download fmw_12.1.3.0.0_wils.jar file to a directory.

e Now to start the installer, go to the directory where you downloaded the file.
Start the installer from the same directory using the below command:

java —jar <Path>/fmw_12.1.3.0.0_wls.jar

Note : You must enter the absolute path of the folder where the JAR file is located.

Follow the instructions as shown below for installation:
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Welcome Screen

ORACLE
FUSION MIDDLEWARE

Welcome

nstabaticn Locsston Velcoms to the Oracie Fusion Middleware 12¢ (12.1.2.0.0) WebLogic Server and Coberancs Insialer

Datakgtion Typs Us2 g natalier 1o creste 8 new Orack home thal conlaing e Orack WeblLogic Server and Orack
Coberence software. You can use this software to configure 8 Weblogic Server domain for the deployment

Precequiste Checks of Javs appications.

natanlics Sumsary

nsinlatoo Progress

For more information, s2e nslal Palch, and Upgrada in the Oracie Fusion Middieware documeantaton lbrary.

Context.genaitive oniine help & avalable from the Help butten

naiahalx Compte

Copynight © 1996, 2014, Oracie andior ts afflates. AN rghts reserved

Cancel

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Specify Installation Location Screen

Installation Location

* Qraclk Home:

Installation Location

Iscratch/OracieMiddeware]

Feature Sats instaled At Sekcted Orack Home: | View

nstsiabon Prograss

natalation Complate

o~ 1
Qracie Home may only contan alphanumeric, underscore (). hyphen (-) or dot(, ) characters and 1 must begn wih an
siphanumeric characier

<pock [ hes> | Cancel

Specify the following installation locations:
e Oracle Middleware Home
The absolute path to the directory where WebLogic Server will be installed.

Click Next to continue.
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Specify Installation Type Screen

4/ WebLogic Server

Installation Type

Coherence

Prerequiste Checks
Compigte wih Examples

Oracle Fusion Middieware 12c Weblogic Server and Coherence 12,1.3.0.0
&l Core Server
Core Appiication Server 12.1.3.00
Coherence Product Fies 12.1.300
Vieb 2.0 HTTP Pub-Sub Server 121.3.0.0
Vebloge SCA 1213.0.0
VetLogc Chent Jars 121.3.0.0
= Admnisiratve Tools
Adminstration Console Addonal Language Heip Fies 12.1.3.00
CE WLS Config 12.1.2.0.0
= Datsbase Support
Thardparty JOBC Orivers 12.1.3.0.0
= Open Source Components
Third Party Jackson 12.1.3.0.0
Third Party lersey 1.18.0.0.0

€€ €€ €|k € =€

|

R

Following are the installation types:
= Weblogic Server

= Coherence

= Complete with Examples

Select Weblogic server and Click Next to continue.
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Prerequisite Checks Screen

ORACLE
FUSION MIDDLEWARE

U Checling pperating system cerfification
o Checiing Java version wsed fo launch the instalier

& Prerequigite Checks

I
¥ Secyri Updaies
% Instalation Summary
¢ Instalation Progress

- Inzielstion Complebs

¥| View Successiul Tasis.

[ @ Checkng openatng systes certification

[ Checking Java wersion used to launch the installer

This screen shows whether the system requirements are met in order to install the
software.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation,
click Continue.

To stop prerequisite checking for all components, click Abort.
Click Next to continue.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual 10



Installing and Configuring Weblogic 12¢ with JRF

Specify Security Updates Screen

Provide your emal a3dress 1o be Informed of securty Issues, nstal e product
ity e and nitiale configuration manager. View detais.

batataton Summary

Ratadsbon Progress

Emat
Easier for you if you use your Ny Oracle Suppert emai address/usernams

kstslation Complete {211 wish to receve securty updates via My Oracle Support

Uncheck the box stating “I wish to receive security updates via My Oracle Support”

Click on Next.
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Specify Security Updates Screen

¢ [Preequisie Checks Prowide your emai address to be nformed of securty issues, instal the product
.:' Security = and nitiate configuration manager. \iew delais
P — st |
Y emal sddress/usemname.
Y nstalaton Progress
|
~  natalaton Complete

‘You have not provided an emal address.

Do you wish to remain uninformed of critical securty

I8sues in your configuraton?

o |
| _tee J _<fock | mecs || fean [ cencel )
f—— —— — e — |

The user will now be prompted “Do you wish remain uninformed of critical security
issues in your configuration?”

Select Yes and Click on Next to proceed.
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Installation Summary Screen

ORACLE
FUSION MIDDLEWARE

Install Oracle Fusion Middienare 12¢ Weblogic Server and Coherence
= Installation Location
Oracle Home Locateon /scratch/Oracle /Middievare
Log File Location: /tmp/Oranstali2016-09-21_05-35-14PM/ins1ad2016-09-21_05-35-14P
Mg
= Disk Space
Required: 623 N8
Available. 4095 MB
= Feature Sets to Install
atalation Progress Thirdparty JOBC Drivers 121.3.0.0
nstalazon Compiete Third Party Jackson 121.3.0.0
Third Party Jersey 1180.00
Third Party Maven Apache 30.50.0
Administration Consolt Adaional Language Help Flies 121300
CIEWLS Config121.3.0.0
Ofach 132000
Core Application Server 121300
Coherence Product Files 121300
Web 2.0 HTTP Pub-Sub Server 121300
WeblLogic $CA 121300
WebLogic Cliemt Jars 1213.00

Instaliation Surmmary

Save Response Fio

Select Instal 2 accept the above ogtons and start the instalaton

To change the sbove options before starting the nstalation, select the cotion 10 change in the lefl pane or use he Back
button

« Back nstal Cancel

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

Installation Progress

< Wekome

natalation Localio

' Installabon

Frepare
- Prerequiabe Checis
Copy

Security Updales
Generating Libranes

- Instalahon SuUmmany
= : Performing String Subsstutions

Linking
Salup

|
T Installation Progress
w Instalabon Compiete

Saving the nvenbory
Post instal scripts

o
L4
o
L4
*
o
L4
L4

iew [essages | View Succeseiul Tagks

Hardware and Software
Engineered to Work Together

Plaxt = Firsh
L J L

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Installing and Configuring Weblogic 12¢ with JRF

Installation Complete Screen

= Install Ovacle Fusion Middlemare 12¢ Weblogic Server and Coherence
= Installation Location
Oracle Home Location: /scratch/Oracle /Middievare
Log File Location: /xmp/Orainstall2016-09-21_05-35-14PM/Ins1ali2016-09-21_05-35-14P
Mlog
= Feature Sets installed Successfully
Thirdparty |JD8C Drivers 121 3.0.0
Third Party Jackson 121 3.0.0
Third Party jersey 1.18.0.0.0
] Third Party Maven Apache 30500
o Installation Complete Administration Console Additional Language Help Files 121 30.0
CIEWLS Config12.2.300
OPmch 132.0.0.0
Core Application Server 12.1.30.0
Coherence Product Flles 121300
Wed 2.0 HTTP Pub-Sub Server 121300
Weblogic SCA 121300
WebLogic Client Jars 121300

Next Steps:

Automatically Launch the Ceafiguraton Wizard

Oracie Fusion Middieware 12¢c Weblogic Server and Coherence nstallation compieted successfuly

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Installation Location
which states the Oracle Home Location & the Log File Location along with the list of
features installed.

Click Finish to dismiss the screen.
3.1.3 Verifying the Installation
You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in
logs directory. The location of the file is shown at the end of installation in the
Installation Complete Screen.

e Verifying the Installation Directory:Check if Oracle Home directory is exists or not.

3.2 Extending the Weblogic environment with JRF

Java Required Files (JRF) consists of those components not included in the WebLogic
Server installation that provide common functionality for Oracle business applications
and application frameworks. It consists of a number of independently developed libraries
and applications that are deployed into a common location.
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Installing and Configuring Weblogic 12¢ with JRF

This chapter describes the installation tasks which contains the following sections:
e  Section 3.2.1, "Installing JRF components"
e Section 3.2.2, "Verifying the Installation”

3.2.1 |Installing JRF Components

Obtain FMW 12.1.3 Infrastructure JAR from the Oracle Fusion Middleware Downloads.
Download fmw_12.1.3.0.0_infrastructure.jar file to a directory.

Now to start the installer, go to the directory where you downloaded the file and execute
the below command:

java —jar <Path>/fmw_12.1.3.0.0_infrastructure.jar

Note : You must enter the absolute path of the folder where the JAR file is located.

Follow the instructions as shown below for installation:

Welcome Screen

ORACLE
FUSION MIDDLEWARE

Welcome

Velcome

¢ . Fu 2 \
Instatsson Locaton Welcoms 10 the Oracls Fusion MidSeware 12¢ (12.1.3.0.0) Infrastructore Instaliar

Instakston Type Use ths nstaber to creale a new Oracke home that contains e Oracle Fuson Niddeware infrastructure
software. You can then install addbonal Fusion Mddleware products that requre the hirastructure nfo the
Oracle home. or you can use the hfrastructure o configure a WeblLogic Server doman for the deployment
of Java and Oracle ADF appicatons

For more information, see nstal. Faich and Upgrade n the Oracie Fesion Middieware documentation ibrary

Comtent-9ansve 0nine Neip & avaiabie from the Help Dumon

Copynight @ 1855, 2014, Oracke and/or ts atfilstes. Al rights reserved

The Welcome screen is displayed each time you start the installer.

Click Next to continue.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual 16



Installing and Configuring Weblogic 12¢ with JRF

Specify Installation Location Screen

Installation Location

.

Y Mickems * Qracle Home
Instaliation Location
Instatabon Type
Prerequane Coecks

fscratchiOracieMiddeware

Feature Sats nstaled At Selected Oracie Home

.- - 2 - - — ==
Oracke Home may only conlain siphanumenc, underscore (), hyphen (-} or dotf ) characlers and K sust begin with an
alphanumeric character.

<Bock | u.cxh l

Specify the following installation locations:
e Oracle Middleware Home
The absolute path to the directory where WebLogic Server is already installed

Click Next to continue.
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Specify Installation Type Screen

Tus0n

Installation Type

VWelcome
w lnstolston Location

Instaliation Type

! Fusion Niddleware Infrastructure

Fusion Mddieware infrastructure With Examples

= Oracle Fusion Middleware 12¢ Infrastructure 12.1.3.0.0
= Core Server
Core Appication Server 121.3.0.0
Coherence Product Files 12.1.3.0.0
Web 2.0 HTTP Pub-Sub Server 12.1.300
WebLogic SCA 121.3.00
WebLogic Clent Jars 124200
Oracle WebLogic Commumication Seraces 121.3.0.0
S Administrative Tooks
Admnistraton Conagle Addtional Language Help Fies 12.1.3.00
CE WLS Config 121300
Enterprse manager 121300
= Dalabase Support
Thirdparty JO8C Drivers 12.1.300
S Open Source Components
Third Party Jacksen 12.1.3.00
Third Party Jersey 118000

Following are the installation types:
e  Fusion Middleware Infrastructure
e Fusion Middleware Infrastructure with Examples

Select Fusion Middleware Infrastructure and Click Next to continue.
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Prerequisite Checks Screen

Prerequisite Checks

- i
|

.T Instalaticn Locabon
|
¥ Insiakalicn Typa
1 Chicking opsraling sysiem cerification
w' Prerequisite Checks
Chackng Javae veraien usad io Bunch tha instakar

w  Inglakalion Summary

» View Swecessful Tasks

P
& % Checking cperating sysiem ceriification
“JChecking Java version ussd ip Busseh the inglalisr

This screen shows whether the system requirements are met in order to install the
software.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation,
click Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Installation Summary Screen

Install Oracle Fusion Middieware 12¢ Infrastructure
2 Oracle Home Location: [scratch/Oracle/Middleware
e Log Fule Location: /tmp/Orainstall2016-08-21_06-24-57PM/Ins12il2016-09-21_06-24-57P
Erereuite Checks Kiog
= Disk Space
Required: L3584 ME
Available: 2615 ME
= Feature Sets to Install
Toplink Developer 121300
WLSforFMW 121300
Enterprise manager 121.3.0.0
Oracle WebLogic Communication Services 121300

Installation Summary

Save Response Fie

Select natall to accept the above cptons and start the instalation

To change the above opbons before startng the mstalation, select the option 10 change n the left pane or use the Back
buon

< Back nstal Cancel

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

ORACLE
FUSION MIDDLEWARE

Prepare
Copy

: Generating Libraries
¢ Installation Progress

@ losialaton Complats

Performing String Substtubons
Linking
Setup

Saving the nveatory

v
v
4
v
4
L4
4
4

Post instal scrits

v View Successful Tasks View Log

Hardware and Software
Engineered to Work Together

Lat> J|_Eoeh

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Installing and Configuring Weblogic 12¢ with JRF

Installation Complete Screen

Installation Complete

. = Wnstall Oracle Fusion Middleware 12¢ Infrastructure

= Installation Location
Oracle Home Location. Jecraeh/Oracle/Middisware
Log Fite Location: /tmp/Orainstali2016-09-21_06-24-57PM/install2016-09-21_06-24-57P
Mlog

= Feature Sets Installed Successfully
Toplink Developer 121390
WLSfor FMW 121300
Enterprise manager 121.3.0.0
Oracle WebLogic Communication Services 121300

Next Steps:

See he onine help for next steps after nstalation

Oracie Fusion Middleware 12¢ nfrastructure nstalation compieted successfuly

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Installation Location
which states the Oracle Home Location & the Log File Location along with the list of
features installed.

Click Finish to dismiss the screen.
3.2.2 Verifying the Installation
You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in
logs directory. The location of the file is shown at the end of installation in the
Installation Complete Screen.

e Verifying the Installation Directory: Check if Oracle Home directory exists or not.
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4.1

Oracle Webtier Installation

Oracle Webtier Installation

Oracle Webtier is the Web server component for Oracle Fusion Middleware. The Oracle
Web Tier installation gives you the option of installing Oracle HTTP Server and Oracle
Web Cache. OPMN is installed, by default, and you do not have the option of
deselecting this product.

Together, these products are responsible for managing incoming HTTP requests,
caching web messages, and sending XML and HTML back to the client. Also, it provides
a listener for Oracle WebLogic Server and the framework for hosting static pages,
dynamic pages, and applications over the Web. Oracle Web Tier contains the following
components:

e Oracle HTTP Server: Oracle HTTP Server 11g includes modules developed
specifically by Oracle. The features of single sign-on, clustered deployment, and
high availability enhance the operation of the Oracle HTTP Server.

e Oracle Web Cache: Oracle Web Cache is a content-aware server accelerator, or
reverse proxy, for the Web tier that improves the performance, scalability, and
availability of Web sites that run on Oracle HTTP Server. Oracle Web Cache is the
primary caching mechanism provided with Oracle Fusion Middleware. Caching
improves the performance, scalability, and availability of websites that run on
Oracle WebLogic Server by storing frequently accessed URLS in memory.

e Oracle Process Manager and Notification Server (OPMN): OPMN provides a
command-line interface for you to monitor and manage Oracle Fusion Middleware
components and sub-components. The OPMN server should be started as soon as
possible, after turning on the computer. OPMN must be running whenever OPMN-
managed components are turned on or off.

There are different Methods to install Webtier. An Oracle Web Tier solution can be built
in one of the following ways:

e In_stand-alone_mode: Oracle Web Tier is configured without a domain, and
administered from the command line. See Section 1.3.1 for an overview of the
installation procedure.

e Using Oracle Enterprise Manager Fusion Middleware Control: In order to use
the Oracle Enterprise Manager Fusion Middleware Control, WebLogic Server
domain needs to be configured using both the Enterprise Manager and the Java
Required Files (JRF) domain templates.

Here, we install Oracle Web Tier in stand-alone mode and following are the sections
lists the steps for it:

e  Section 4.1, "Installing and Configuring Oracle HTTP Server (Webtier)”

e Section 4.2, “Verifying the Installation”

Installing and Configuring Oracle HTTP Server (Webtier)

Obtain Oracle Web Tier from the Oracle Fusion Middleware Downloads. Download
webtier.zip file to a directory, and unpack the downloaded archive that contains the
installer. By default, this directory is named webtier.

To start the installer, go to the directory where you unpacked the archive file and switch
to the Disk1 directory. Now, start the installer using the below command:

Jruninstaller —jreLoc Java_Home/jdk
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Note: You must enter the absolute path of the JRE folder located in this JDK when

launching the installer.

If you are installing on a UNIX system, and if this is the first time any Oracle product is
being installed on your system with the Oracle Universal Installer, you will are asked to
provide the location of an inventory directory. This is where the installer sets up
subdirectories and maintains inventory data for each Oracle product that is installed on

this system.

Follow the instructions in the below table to configure the inventory directory information.
For more help, click on the screen name in the table below, or click the Help button in

the GUL.

Table: Inventory Directory and Group Screens

Screen

Description and Action Required

Specify Inventory Directory
Screen (UNIX Only)

Specify the Oracle inventory directory and group
permissions for that directory. The group must have
write permissions to the Oracle inventory directory.

Click OK to continue.

Inventory Location
Confirmation Screen (UNIX
Only)

Run the createCentrallnventory.sh script as root.
Click OK to continue.

Now, follow the instructions as shown below to install Webtier,
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Specify Inventory Directory Screen

-+ Oracle Fusion Middleware 11g Web Tier Liilities Installation

oRrRACLE 11£r

FUSION MIDDLEWARE

Specify Inventory directory

You are starting your first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directory". Within the inventory directory, the installer automatically sets
up subdirectories for each product to contain inventory data and will consume typically 150 Kilobytes per product.

Enter the full path of the inventory directory.
You can specify an Operating System group that has write permissions to the above directory

Inventory Directory: |,."horne,.fOracIe,.foraInventow | | EBrowse
Operating System Group name: |gQDD | - |
Help | Ok | | Cancel

This screen appears for UNIX systems only; if this is your first Oracle installation on this
host, you must specify the location of the inventory directory. This inventory directory is
used by the installer to keep track of all Oracle products installed on the computer. The
default inventory location is USER_HOME/oralnventory.

In the Operating System Group name field, select the group whose members you want
to grant access to the inventory directory; all members of this group will be able to install
products on this system. Click Ok to continue.

Inventory Location Confirmation Screen

=

14 Inventory Location Confirmation Dialog

Certain actions need to be performed with root privileges before the install can
continue. Please execute the script

Jhome/khwangforalnventory /createCentrallnventory.sh now from another
window and then press "OK' to coninue the install.

If you do not have the root privileges and wish to continue the install select the
"Continue installation with local inventory" option

[] Continue Installation with local inventory

| Help | Dk || Cancel

This screen appears for UNIX systems only; you are asked to run the
inventory_directory/createCentrallnventory.sh script as root.

If you do not have root access on this system but want to continue with the installation,
select Continue installation with local inventory.
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Click Ok to continue.

Welcome Screen

O Oracle Fusion Middleware 11g Web Tler Utllities Instaliation - Step 1 of 14 L X

ORACLE’
Welcome &
FUSION MIDDLEWARE
w Welcome =
i Welcome to Oracle Fusion Middleware 11 g Web Tier Utilities Installer
Install Software Update e R :
version 11.1.1.9.0. This installer can be used to install a new Web Tier
A Install and Configure Oracle Home or to update an existing Web Tier Oracle Home.
Prerequisite Checks For additional information and installation instructions, please referto
the Oracle Fusion Middleware Installation Cuide for Web Tier Utilities and
Instaliation Location the Oracle Fusion Middiewars Patching Cuide.
¢ Security Updates Click Help at any time for context-sensitive help.

Configure Component

5% Click Next to begin the installation.
Specify WebLogic Dom3y

v Specify Component Det

Configure Ports Copyright (¢) 1999, 2015, Oracle and/or its affiliates, All rights reserved.

¥ Instaliation Summary
|
T
|
1|
|
[

Instaliation Progress

Configuration Progres9

I [Elapsed Time: 1m 85

The Welcome screen is displayed each time you start the installer.
Click Next to continue.
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Oracle Webtier Installation

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - 5tep 2 of 14

ORACLE
Install Software Updates FUSION MIDDLEWARE 1 18
T Welcome = () Skip Software Updates
"?‘" My Oracle Support Upgd, @ Search My Oracle Support for Updates
,;;-\ In=tall and Configure User Name: | |
; Prerequisite Checks Password: | |
; Installation Location [ Proxy Settings I Test Connection ]
; Security Updates O Search Local Directory for Updates
/;-\ Configure Components [ Search For Updates ]
; Specify WebLogic Domain
; Specify Component Detaily
; Configure Ports
; Installation Summary
,_' installation Progress Allpws user to =earch for and download software updates fru_m My Oracle Su |:r|_:r|:rrt
I uzing My Oracle Support Account user name and password.Click "Test Connection™ to
¥ Configuration Progress || |test the credentials.
1 Installation Complete E
4 [»]
|

Select “Skip Software Updates” and Click Next to continue.
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Select Installation Type Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 3 of 14

FUSION MIDDLEWARE

Select Installation Type

"

Welcome 11
{
¥ Skip Software Updates () Install and Configure
Inztallz binariez in an ORACLE HOME and configures working

|
J Install and Configure instance in an INSTANCE HOME.

| i
Prerequisite Checks
\T"

|
Installation Location
'T' e

|
¥ Security Updates

' 'f__) Install Software - Do Not Configure
M Configure Components
i Before these installed components will work, they must be configured by

¥ Specify WebLogic Domain running the configuration wizard.

|
¥ Specify Component Detaily

|
¥ Configure Ports

| :
Installation Summary
\T"

When inztallation iz complete, you can modify the configured instance using Enterprize
Manager or WeblLogic Server Adminiztration Conzole.

Installation Progress

Configuration Progress

Installation Complete

Help = Back Next = i Cancel |

The following are the Installation Types available.

e Install and Configure: This option will install the product binaries in an Oracle Home
directory, and create and configure a working instance in an Oracle Instance
directory.

If you choose to install Oracle Web Tier, and associate it with the Fusion Middleware
(EM) Control, then you should be able to begin configuring and managing your products
using Enterprise Manager.

e Install Software - Do Not Configure: This option only installs the software binaries
in an Oracle Home directory. You must then manually run the Configuration Tool
from your Web_Tier_ORACLE_HOME/bin  directory on UNIX, and
Web_Tier ORACLE_HOME\in directory on Windows, to configure your products
before you can use them. This option can be used to quickly create multiple
instances of the software that share a common disk.

e Select Install and Configure.

Click Next to continue.
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Prerequisite Checks Screen

|'-D Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 4 of 9

FUSION MIDDLEWARE

Prerequisite Checks

W -Welcome Selection Check | Progress | Status
+ Skip Software Updates Checking operating system certific... 100% vy
/,ql_g\ Install Dnly Checking recommended operating... 100%
;‘. Prerequis ite Checks Checking kernel parameters 100% W
+ Installation Location Checking Recommended glibc ver... 100% "
+ Security Updates Checking physical memory 100% v
2ECUrity Lpdates
+ Installation Summary Checking for LD_ASSUME_KERMEL ... 100% vy
|
T Installation Progress
|
2 Installation Complete
1 [[»
-"v’ Checking operating system certification | =]
---J Checking recommended aperating system packages
---J Checking kernel parameters
---v’ Checking Recommended glibc werzian —
l+| ri L=, Lsi L= i 1 i’

BT T

] iEIapsed Time: 9m 33s

This screen shows whether the system requirements are met in order to install the
software.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation,
click Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 5 of 14

Specify Installation Location FUSION MIDDLEWARE

Welcome b |

Skip Software Updates
Install and Configure

Prerequisite Checks
| Installation Location
Security Updates Oracle Middleware Home: |C:\UraclB\Mi:ldIBwarf:| Iq I Browse

Configure Components DOracle Home Directory: | Oracle_WT1 |

Specify WebLogic Demain

Specify Component Detailf

Configure Ports

(€~~~ — ———

Installation Summary
Installation Progrezss | | | - Ay 20 Applicstion Server must slready be installed.

Configuration Progress

L1

=T — — —

Installation Complete | |
i 4

< Back | ﬂextbi | Cancel

Specify the following installation locations:

e Oracle Middleware Home: The absolute path to the directory where WebLogic
Server was installed.

e  Oracle Home Directory: The directory name for your Oracle home:

= You can specify a pre-existing directory that you want to use as the Oracle
home; the directory must be an empty directory.

= You can specify the name of a new directory that will be created for you inside
the Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will
reside in this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as Web_Tier ORACLE_HOME
throughout the remainder of this document. If you are performing an installation on a
Windows operating system, be sure that your directory paths are valid, and do not
contain double backslashes (\\).

Click Next to continue.
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Specify Security Updates Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 6 of 14

ORACLE 11
FUSION MIDDLEWARE

Specify Security Updates

Welcome |

Provide your email addre=ss to be informed of security izsues, install the product
Skip Software Updates and initiate configuration manager. View details.

Install and Configure o
Email:

Prerequisite Checks Easier for you if you use your My Oracle Support

email address/username.
Installation Location

Security Updates | wish to receive security updates via My Oracle Support.

Configure Components My Oracle Support Password:

Specify WebLogic Domain

Specify Component Detaily

Configure Ports

A~~~ —

Installation Summary

Installation Progress

Configuration Progress

Installation Complete

—C — —— —

e

< Back Next = Cancel
[<Bock [ nex- ]

Enter your E-mail address if you want to receive the latest product information and
security updates. If you have a My Oracle account and want to receive updates via this
mechanism, select | wish to receive security updates via My Oracle Support, then enter
your account password.

If you do not want to register for security updates, leave all the fields on this screen
blank. You will be prompted to confirm your selection with the following screen:

Click Yes to confirm that you do not want to register for any security updates.
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Configure Components Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 7 of 14

Configure Components

Welcome =
Skip Software Updates V] Oracie HTTP Server

Instal and Configure
er Checks

v Oracie Web Cache

F

Instaliation Location Oracle Process Manager Notification (OPMN) s always configured
Securlty Updates
Configure Componenty
Specify WeblLogic Domain ‘
Specity Component Detsis

| Associate Selected Components with Weblogic Domain

e s St B s s e

e ey =

This screen shows the products and components that are available for installation and
configuration. Select the component(s) you want to configure. Oracle Process Manager
Notification (OPMN) is configured by default.

Uncheck Associate Selected Components with WebLogic Domain.

Click Next to continue.
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Specify Component Details Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 9 of 15 Al=l.3

FUSION MIDDLEWARE

Specify Component Details

¥ Welcome Ee |

|

¥ Skip Software Updates
|

A In=tall and Configure

Instance Home Location: | le_WT\instances\instance1 | [ Browse

|
Ly Prerequisite Checks

| . ]
¥ Installation Location Instance Name: | instance1 |

|
Security Updates
‘vTJ

|
'T\ Configure Components
Specify WebLogic Domain OHS Component Name: | ohst |

Specify Component De Web Cache Component Name: | webcachel |

Web Cache Administrator

Configure Ports

In=tallation Summary

In=tallation Progress

- ——€——€—€—E€

ration Progress
L4] I

Specify the following component details:

e Instance Home Location: The absolute path to the directory where your Oracle
Instance will reside. This is where application configuration files reside, and where
the application process runs from. Runtime components write only to this location.

e Instance Name: Specify the unique name of your Oracle Instance. The Oracle
Instance name may only contain alphanumeric and underscore (_) characters, it
must begin with an alphabetic (a-z or A-Z) character, and must be 4 to 30
characters in length.

e OHS Component Name: Specify the name for your Oracle HTTP Server (OHS)
component. This name may only contain alphanumeric and underscore ()
characters, and must be 4 to 30 characters in length.

e Web Cache Component Name: Specify the unique name of your Web Cache
component. This name may only contain alphanumeric and underscore ()
characters, it must begin with an alphabetic (a-z or A-Z) character, and must be 4
to 30 characters in length.

Click Next to continue.
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Web Cache Administrator Password Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 10 of 153

FUSION MIDDLEWARE

Web Cache Administrator
Password

¥ Welcome 1

|
¥ Skip Software Updates

|
’T\ Install and Configure
¥ Prerequisite Checks

|
Installation Location
'\T-’

Web Cache Adminigtrator Password: l |

|
¥ Security Updates Confirm Password: | |
|
Configure Components
i

Specify WebLogic Domain

Specify Component Detaily

'\ Web Cache Administr;

Configure Ports

Valid passwords are S to 30 characters long, must begin with an alphabetic character,
L—! |u=e only alphanumeric, underscore (), dollar (%) or pound (#) characters and include at
Installation Progress least one number.

Installation Summary

e S s e

Configuration Progress
Kl | ]

Help <Back || Next» i Cancel

Specify a new password for your Web Cache administrator. Valid passwords are 5 to 30
characters long, must begin with an alphabetic character, use only alphanumeric,
underscore (_), dollar ($) or pound (#) characters and include at least one number.

Click Next to continue.
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Configure Ports Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 11 of 153

FUSION MIDDLEWARE

Configure Ports

Welcome |

Skip Software Updates

Mkl el Confpue (2 Auto Port Configuration

Prerequisite Checks

Installation Location -
(_) Specify Ports using Configuration file
Security Updates

Configure Components
Specify WebLogic Domain

Specify Component Detaily

S B B R T

Web Cache Administrator

e S SR

Configure Ports

Installation Summary

Installation Progress

Configuration Progress
[»

s [ e

-

Select Auto Port Configuration if you want the installer to automatically assign the
default ports to the components.

Click Next to continue.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual 35



Oracle Webtier Installation

Installation Summary Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 12 of 15

FUSION MIDDLEWARE

Installation Summary

- Welcome — |[=-Type: Install and Configure -

| P ;
¥ Skip Software Updates [=}-Location: C:\Oracle\Middleware\Oracle_WT1

|
A Install and Configure

|
¥ Prerequisite Checks - Azsociate With Domain Case

+ Installation Location E}-Dizk Space

! =}-Oracle Home ]
¢ Security Updates ‘Required: 1900 MB
|

LonTgure Lomponents
/T\ Configure Companents

~-Oracle Instance Name: instance101

- (racle Ingtance Home: C\Oracle\Middleware\Oracle_WT1\inztances\instan

~-Ayailable; 65456 MB
[=-Oracle Instance Home

-Required: 40 MB =i
Aurgilable BASEE MB
[l

Specify WebLogic Domain

Specify Component Detaily

1]

Web Cache Administrator
Save Response File:

Configure Ports
Installation Summary

To change this configuration before installing, select the topic you want to change in the
L | pane on the left.

Installation Progress To install thiz configuration, select Install.

s A S

Configuration Progress
| ]

Kl

(o] (o]

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.
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Installation Progress Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 13 of 153

Installation Progress

FUSION MIDDLEWARE

R e e s RO | |

| [

T. Specify WebLogic Domain Progress

R : 7% |

T Specify Component Detaild Setting up .

|

T- Web Cache Administrator — | Install Log C:\Program Files\Oracletinventoryllogslinstali201 1-08-27_05-35-54PM log

|

T Configure Ports Setting Up: Oracle lce Browser 11.1.1.6.0 =

| i Setting Up: Oracle AS Commen Toplevel Component 11.1.1.2.0

T Inztallation Surmary —! | setup Completed ]

T i i i i
"1"" Installation Progress || Saving the inventory. it may take few minutes. e

I -
= | L]

Oracle Fusion Middleware -
- Extreme Productivity

_,..--"'—-"

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Configuration Progress Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 14 of 15

( FUSION MIDDLEWARE

Configuration Progress

T Welcome [ ]

| — Configuration Tools

) Skip Software Updates

I Name | Progress
A, el amd ComBowe Et-[] [E] Web Tier Configuration 25%,

| :

T- Prerequisite Checks - Create and Start AS Instance (instance101) «” Success
g In=stallation Location i Create and Start OHS Component (ohs1) In Progress
I @ Create and Start Web Cache Component (webcacl Recommended

}  Security Updates ;

I i..@ Create Shortcuts Recommended
’.T\ Configure Components

|

T- Specify WeblLogic Domain

I

.T Specify Component Detaily

I R, L

¢ Web Cache Administrator Configuration Log Location: C:\Program

I Files\Oraclelinvento tinstall2011-09-27_05-35-54PM.lo

T Configure Ports ryllogs - 2

I :

T- Instaliation Summary [+ il Wb Tier Configuration

|

.T Inztallation Progre=ss —

i
-\?.-- Configuration Progresy _|

| )

This screen shows you the progress of the component configuration.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error and click Retry to try again.

If you want to ignore the error or warning and continue with the configuration, click
Continue.

Click Abort to stop prerequisite checking for all components.
If you want to quit before the configuration is completed, click Cancel.

Click Next to continue.
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Installation Complete Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 15 0f 15

Installation Complete
FUSION MIDDLEWARE

Skip Software Updates [ ]

I — | [=l-Type: Install and Configure | = |
A Install and Configure = Location: C:\Oracle\Middleware\Oracle_WT1
} Prerequisite Checks | e Oracle Instance Mame: instance101
| apsapimanEe N Oracle Instance Home: C\Oracle\Middleware\Oracle_WT1linstanceskinstan
nstallation Location
I ----- Associate With Domain Case
T Security Updates [=I--Disk Space
I &
A Configure Components & D:racle Home:
I -...Oracle Home Size: 796,955 MB
Specify WeblLogic Domain i-----ﬁwailame: E6456 MB
Specify Component Detaild [=+-Oracle Instance Home
Sl i ..Instance Home Size: 17.165 MB L |
Web Cache Administrator -

fAnrailable BACEE IR |

Configure Ports 1 |
: Save Installation Summary: m
Installation Summary r:"

Installation Progress

5 Cracle Fusion Middleware 11g Web Tier Utilities installed and configured successfully.
Configuration Progress

| Installation Complete

| 1]

= Back Finizh

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Accessible URLs which
give you the links needed to access the configured Oracle HTTP Server and Oracle
Web Cache. You should make a note of these URLs so you can access these pages
when you need to.

You can also save this summary information to a file for future reference by clicking
Save. You will be prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.

4.2 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation
was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in
logs directory inside your Oracle Inventory directory. On UNIX systems, if you do
not know the location of your Oracle Inventory directory, you can find it in the
WebTier_ ORACLE_HOME/oralnst.loc file.

e Verifying the Domain Server Logs: Check the domain server logs, which are
located in the servers directory inside the domain home directory. For example:
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Web_Tier ORACLE_HOME/user_projects/domains/domain_name/servers/server_n
ame

e Verifying the OPMN Status: Run the opmnctl status command from the
INSTANCE_HOME/bin directory on UNIX, in your instance home location. For
example:

Jopmnctl status

Processes in Instance: instance2

ias-component process-type pid status
webcachel WebCache-admin 24057 Alive
webcachel WebCache 24056 Alive
ohsl OHS 23890 Alive

This information shows the components configured for this installation. The status Alive
means that the component is up and running.

Checking the Browser URLs

Run the opmnctl status -I| command from the INSTANCE_HOME/bin directory on UNIX,
and INSTANCE_HOME\bin directory on Windows, in your instance home location to
obtain a list of ports used by the components. For example:

Jopmnctl status -l

ias- proce | pid status | uid memused | uptime ports
comp | ss-
onent | type
webca | WebC | 24057 | Alive 1067146 | 43712 14:43:29 | http_admin:
chel ache- 469 7799
admin
webca | WebC | 24056 | Alive 1067146 | 64072 14:43:29 | http_stat:78
chel ache 468 00,http_inval
idation:7801,
https_listen:
7802,http_lis
ten:7798
ohsl OHS 23890 | Alive 1067146 | 50260 14:43:39 | https:9999,h
467 ttps:4447 ,htt
p:7777

Use the port numbers in this display to point your browser to the appropriate pages. Use
the format:

http://system_name:port_number
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Oracle HTTP Server Webgate Installation and Configuration

Oracle HTTP Server Webgate Installation and
Configuration

A WebGate is a web-server plug-in for Oracle Access Manager (OAM) that intercepts
HTTP requests and forwards them to the Access Server for authentication and
authorization.

Installing a WebGate for Oracle Access Manager involves the following steps:
e  Section 5.1, "Installing and Configuring Oracle Webgate"
e Section 5.2, "Post-Installation Steps for Oracle HTTP Server WebGate"

e Section 5.3, "Verifying the Installation and Configuration of Oracle HTTP Server
WebGate"

e  Section 5.4, "Registering the New Oracle HTTP Server 11g WebGate”
Installing and Configuring Oracle HTTP Server WebGate

Obtain Oracle HTTP Server Webgate software from the Oracle Fusion Middleware
Downloads. Download webgate.zip file (version 11.1.2.3.0) to a directory, and unpack
the downloaded archive that contains the installer. By default, this directory is hamed
webgate.

To start the installation wizard, perform the following steps:

e Extract the contents of the WebGate.zip file to a directory. By default, this directory
is named WebGate.

e Go tothe Diskl directory under the WebGate folder.
¢  Run the following command:

Jruninstaller -jreLoc Java_Home/jdk

Note : When you install Oracle HTTP Server, the jdk directory is created under the
WebTier_Home directory. You must enter the absolute path of the JRE folder located in
this JDK when launching the installer.

After the Installer starts, the Welcome screen is displayed. Proceed with the installation
by referring to the section "Installation Flow and Procedure of Oracle HTTP Server 11g
WebGate" for installing Oracle HTTP Server 11g WebGate for Oracle Access Manager.

To install Oracle HTTP Server 11g WebGate for Oracle Access Manager, follow the
instructions as shown below:

Specify Inventory Directory Screen
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& Oracle Fusion Middleware 11g Installation x
Specify Inventory directory T ——

Youw are starting your first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directory”. Within the inventory directory, the installer automatically sets
up subdirectories for each product to contain inventory data and will consume typically 150 Kilobytes per product.

Enterthe full path of the inventory directory.
You can specify an Operating System group that has write permissions to the above directory

Inventary Directory: |jscratch;obdxuser;oralnventow | | EBrowse
Operating System Croup name: |nbdxuser | - |
Help ‘ Ok ‘ ‘ Cancel

This screen appears for UNIX systems only; if this is your first Oracle installation on this
host, you must specify the location of the inventory directory. This inventory directory is
used by the installer to keep track of all Oracle products installed on the computer. The
default inventory location is USER_HOME/oralnventory.

In the Operating System Group name field, select the group whose members you want
to grant access to the inventory directory; all members of this group will be able to install
products on this system.

Click Ok to continue.

Inventory Location Confirmation Screen

Inventory Location Confirmation Dialog

Certain actions need to be performed with root privileges before the install can
continue. Please execute the script

Jscratchjobdxuserforalnventory /createCentrallnventory.sh nowfrom another
window and then press "OK' to continue the install.

If you do not have the root privileges and wish to continue the install select the
"Continue installation with local inventory” option

|:| Continue Installation with local inventory

| Help Ok | | Cancel

This screen appears for UNIX systems only; you are asked to run the
inventory_directory/createCentrallnventory.sh script as root.
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If you do not have root access on this system but want to continue with the installation,
select Continue installation with local inventory.

Click Ok to continue.

Welcome Screen

Oracle Access Manager OHS 11g Webgates Installation - Step 1 of 7 - X
ORACLE
Welcome
FLISIDN MIDDLEWARE
\T.- Welcome
| Welcome to Oracle Fusion Middleware 11 g Installer for Oracle Access
Install Software Updates

T = Manager Oracle Http Server (OHS) 11g Webgates compaonent.
¢ Prerequisite Checks
i Before proceeding make sure that you have installed Oracle WebTier
¥ Installation Location Lhilities version 111 17.0 or higher in the same Middleware Home.
| )
i el [aiTo niSUm i Far additional information and installation instructions, please refer to the
I : Oracle Fusion Middleware Installation Guide for Oracle Access Manager.
I Installation Progress
! Installation Complete Click Help at any time for context-sensitive help.

Click Mext to begin the installation.

Copyright {c) 1999, 2013, Oracle and/or its affiliates. All rights reserved.

| Help Mext = | | Cancel
| |Elapsed Time: Om 18s

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Install Software Updates Screen

Oracle Access Manager OHS 11g Webgates Installation - Step 2 of 7 - X
DR’ACLE
Install Software Updates
FLISIDN MIDDLEWARE
w Welcome -
‘I’ — () Skip Software Updates
ie! My Oracle Support Update | 5 ic. ..o 1y Oracle Support far Updates
I -
[ Prerequisite Checks User Name: | |
I
I Installation Location Password: | |
; Installation Summary | Proxysettings | Test Cannection |
; Installation Progress () search Local Directory for Updates
I
_ Installation Complete search For Updates |
Allows user to search for and download software updates from My Oracle
Support using My Oracle Support Account user name and password.Click"Test
Connection” to test the credentials.
L4 [1»]
| Help | = Back | k | Cancel
| |Elapsed Time: Om 23s

If you want to search for and download software updates from My Oracle Support, then
do the following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates.

Click Next to continue.
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Prerequisite Checks Screen

Oracle Access Manager OHS 11g Webgates Installation - Step 3 of 7 - X
L oRrRACLE
Prerequisite Checks g
FLISIOI'I MIDDLEWARE
v Welcome Selectior‘ Check | Progress | Status |
,:, Skip Software Updates Checking operating system certific... 100% v
\L. Prerequis ite Checks Checking recommended operating... 100% v
T
+ Installation Location Checking kernel parameters 100% v
+ Installation Summan Checking Recommended glibc ver... 100% W
I Installation Progress Checking physical memaory 100% v
I s 0 Ogress
|
2 Installation Complete
-+ Checking operating system certification
-« Checking recommended operating system packages
w4 Checking kernel parameters
w o Checking Recommended glibc wersion —
IT| i L=, Lei L=, i 1 =
| Help = Back || Mext = | | Cancel
| |Elapsed Time: Om 33s

This screen shows whether the system requirements are met in order to install the
software.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation,
click Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

Oracle Access Manager OHS 11g Webgates Installation - Step 4 of 7 - X

Specify Installation Location ORACLE 11g
FUSION MIDDLEWARE

Welcome

Skip Software Updates

Prerequisite Checks

! Installation Location

Installation Sum mary

Installation Progress Oracle Middleware Home: |atch,fobdxuser,fMiddIewarel - | | Browse

C——C—€—@ €€

Installation Complete QOracle Home Directory: |Orac|e_OAMWebCatel |

An Application Server must already be installed.

| Help = Back || ﬂexp | Cancel

| |Elaps=-_d Time: Om 43s

Specify the following installation locations:

e Oracle Middleware Home: The absolute path to the directory where WebLogic
Server was installed.

e  Oracle Home Directory: The directory name for your Oracle home:

e You can specify a pre-existing directory that you want to use as the Oracle home;
the directory must be an empty directory.

e You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will
reside in this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as Webgate_ ORACLE_HOME
throughout the remainder of this document. If you are performing an installation on a
Windows operating system, be sure that your directory paths are valid, and do not
contain double backslashes (\\).

Click Next to continue.
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Installation Summary Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 5 of 7 - X
- oRACLE’
Installation Summary g
FUSION MIDDLEWARE
§ Welcome - Install WEBGATE
| : m i
¢ Skip Software Updates }-Directory Details
| o ~Middleware Home Location: fscratch/obdxuser/Middleware
L q ' F = F r
‘I’ Prerequisite Checks ~-Qracle Home Location: Jscratchfobdxuser/Middleware fOracle_DANMWe
¥ Installation Lacation Disk Space
! Installation Summary SR EAE ) [
I ~MAvailable: 119872 ME
1 Installation Progress =] Applications
l Installation Complete L-QOracle Access Manager - OHS 11g Webgates
1 | [»
Save Response File: Save
Click Install to accept this configuration and start the installation.
To change the configuration before starting the installation, select the topic to
change inthe left pane, or use the Back button.
| Help < Back | k | Install | | Cancel
| |Elapsec| Time: Om 438s

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.
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Installation Progress Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 6 of 7 - X

ORACLE’ 1 1

Installation Progress
FUSION MIDDLEWARE

f

Welcome

T Progress
|
I Skip Software Updates 100% |
I Completed ..
Prerequisite Checks g
I Install Log fscratchfobdxuserjoralnventory flogs/install2015-08-11_05-45-48
I Installation Location
I : Installation Successful.
¢ Installation Summary Starting execution of post install scripts
\L, Installation Progress Execution of post install scripts completed
T
|

Installation Complete

Oracle Fusion Middleware _
Improved Experience

e A

| Help | | ﬂext‘}‘ | Cancel |

| |Elapsed Time: 4m 23s

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Installation Complete Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 7 of 7 .
- ORACLE’
Installation Complete 113r
FUSION MIDDLEWARE

Welcome

Skip Software Updates
Prerequisite Checks
Installation Location
Installation Summary

Installation Progress

- ———

(! Installation Complete

| Heip

[=l-Install WEBGATE
[%'_I---Directory Details
: é-----MiddIeware Home Location: fscratch/obdxuser/Middleware
i i-----OracIe Home Location: fscratch/obdxuser/Middleware /Oracle_OAMWe
[%”_l---Disk Space
; = ----- Oracle Home Size: 96 MB
; L Available: 119772 MB
E---Applil:alions
E~-----Ora-:he Access Manager - OHS 11g Webgates

4

3

Save Installation Details: Save

Oracle Access Manager - OHS 11g Webgates installation completed successfully

| Einish |

|Elapsed Time: 4m 28s

This screen summarizes the installation that was just completed.

You can save this summary information to a file for future reference by clicking Save.
You will be prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.

5.2 Post-Installation Steps for Oracle HTTP Server WebGate

You must complete the following steps after installing Oracle HTTP Server 1lg
WebGate for Oracle Access Manager:

e Go to the WebGate_Home/webgate/ohs/tools/deployWebGate directory by running
the following command:

cd WebGate_Home/webgate/ohs/tools/deployWebGate

e Run the following command to copy the required bits of agent from the
WebGate_Home directory to the WebGate_Instance location:

JdeployWebGatelnstance.sh -w WebGate_Instance_Directory -oh
WebGate_Oracle_ Home
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Terminal

File Edit View Terminal Tabs Help

[dhawshah@oTs5310407 ~1% cd ,’5-:ratch/[}rac'Le/I'-'Iidd'Leware!ﬂracle_OAHwebGatelfwebgat:|
e/ohs/tools/deployWebGate/ |
| [dhawshah@ofTss53104087 deployWebGate]$ ./deployWebGateInstance.sh -w t

In this command:

WebGate_Oracle_Home is the directory in which you have installed Oracle HTTP
Server WebGate and created it as the Oracle home for WebGate.

Example: MW_HOME/Oracle_ OAMWebGatel

WebGate_Instance_Directory is the location of WebGate Instance Home, which is same
as the Instance Home of Oracle HTTP Server.

Example:
MW_HOME/Oracle_WT1l/instances/instancel/config/OHS/ohs1

Run the following command to ensure that the LD_LIBRARY_PATH variable contains
Oracle_Home_for_Oracle_ HTTP_Server/lib:

export LD_LIBRARY_PATH =
$LD_LIBRARY_PATH:Oracle_Home_for_Oracle_HTTP_Server/lib

From your present working directory, move to directory:
cd WebGate_Home/webgate/ohs/tools/setup/InstallTools

On the command Iline, run the following command to copy the
apache_WebGate.template from the WebGate Home directory to the WebGate
Instance location (re-named to WebGate.conf) and update the httpd.conf file to add one
line to include the name of WebGate.conf:

JEditHttpConf -w WebGate_Instance_Directory [-oh
WebGate_Oracle_Home] [-0 output_file]

In this command:

WebGate_Oracle_Home is the directory where you have installed Oracle HTTP Server
WebGate for Oracle Access Manager and created as the Oracle Home for WebGate.
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Example: MW_HOME/Oracle_ OAMWebGatel

WebGate_Instance_Directory is the location of WebGate Instance Home, which is same
as the Instance Home of Oracle HTTP Server.

Example: MW_HOME/Oracle_WT1l/instances/instancel/config/OHS/ohs1
output_file is the name of the temporary output file used by the tool.

Example: Edithttpconf.log

Note: The -oh WebGate_Oracle_Home and -o output_file parameters are optional.

5.3 Verifying the Installation and Configuration of Oracle
HTTP Server WebGate

After installing Oracle HTTP Server 11g WebGate for Oracle Access Manager, including
the post-installation steps, you can examine the installDATE-TIME_STAMP.out log file
to verify the installation.

The default location of the log is : WebGate_Home/oralnst.loc

5.4 Registering the New Oracle HTTP Server 11g WebGate

Before you can use the new Oracle HTTP Server 11g WebGate agent for Oracle Access
Manager, you must register the new WebGate agent with Oracle Access Manager by
using the Oracle Access Manager Administration Console.

Refer to the Section 7.1.2 “Post-Installation Tasks” under Oracle Access Management
Configuration chapter.
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Oracle Identity and Access Management
Installation and Configuration

Oracle Identity and Access Management (IAM) components enable enterprises to
manage the end-to-end lifecycle of user identities across all enterprise resources - both
within and beyond the firewall. With IAM, you can deploy applications faster, apply the
most granular protection to enterprise resources, automatically eliminate latent access
privileges, and much more. Following components are included in IAM:

Oracle Identity Manager

Oracle Access Management

Oracle Adaptive Access Manager

Oracle Entitlements Server

Oracle Privileged Account Manager

Oracle Access Management Mobile and Social

e  Oracle Mobile Security Suite

This chapter provides information for installing IAM and includes the following topics:
e  Section 6.1, "Pre-requisite - Installing Java 1.7"

e Section 6.2, "Pre-requisite - Installing Weblogic 119"

e  Section 6.3, "Installing Oracle Identity and Access Management (IAM)"

Pre-requiste - Installing Java 1.7

Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-7u80-
linux-x64.tar.gz file to a directory.

e Change the directory in which you want to install,
cd <Directory_Path>
e Unpack the tarball and install Java using the following command:

tar zxvf <Path>/jdk-7u80-linux-x64.tar.gz

Note : You must enter the absolute path of the folder where the TAR file is located.

e Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_lInstall_Path>/jdk1.7.0_80
export PATH=$JAVA_HOME/bin:$PATH

Pre-requisite - Installing Weblogic 11g

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise
Edition (Java EE) application server. The WebLogic Server infrastructure supports the
deployment of many types of distributed applications.

This chapter describes the installation tasks which contains the following sections:
e Section 6.2.1, "Installing Weblogic"

e Section 6.2.2, "Verifying the Installation”
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Installing Weblogic

Obtain Weblogic 10.3.6 JAR from the Oracle Fusion Middleware Downloads. Download
wls1036_generic.jar file to a directory.

e Now to start the installer, go to the directory where you downloaded the file.
e  Start the installer from the same directory using the below command:

java —jar <Path>/wls1036_generic.jar

Note : You must enter the absolute path of the folder where the JAR file is located.

Follow the instructions as shown below for installation:

Welcome Screen

Oracle Installer - WebLogic 10.3.6.0

YWelcome

Thiz inztaller will guide you through the installation of DRACLE

WeblLogic 10.3.6.0

Instructions

Clickthe MNext button to proceed to the next screen. If you want
to change entries in a previous screen, click the Previous
button. You may quit the installer at any time by clicking the
Exit buttan.

ORACLE’

Eoe] o ]

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Specify Middleware Home Screen

Oracle Installer - WebLogic 10.3.6.0

Choose Middleware Home Directory

Specify the Middleware Haom e where you wizh to install ORACLE
Weblogic 10.3.6.0.

Middlewmare Home Type

() Uze an existing Middleware Home

iw Create a new Middleware Home

Middlemare Home Directory

‘ Secratch)Oracle fMiddleware |

‘ﬁrnwse...‘ | Reset |

‘ Previous | | Mext |

Specify the following installation locations:

e Oracle Middleware Home
The absolute path to the directory where WebLogic Server will be installed.

Click Next to continue.
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Specify Security Updates Screen

B Oracle Installer - WebLogic 10.3.6.0 - X
Register for Security Updates
Provide your email address for security updates and DRACLET
toinitiate configuration manager.
Etn ail:
Uze My Qracle Support email address/username
|wish to receive security updates via My Oracle Support
Support Password:
|ErE'u'i|:|us | I Mext I
Click to uncheck the box stating “I wish to receive security updates via My Oracle
Support” and the user will be prompted “Do you wish to bypass initiation of the
configuration manager and remain uninformed of critical security issues in your
configuration?”
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r

= Oracle Installer - WebLogic 10.3.6.0 -

Register for Security Updates
Provide your email address for security updates and ORACLE

toinitiate configuration manager.

Etm ail: |

Uze My QOracle Support email addrezsfusername

Are you sure?

f Do yaouwmizh to bypaszs initiation of the configuration manager and
remain uninformed of critical security issues in your configuration?

|Yes || Nu:uI

| Previousz | I Mext

Select Yes and Click on Next.

Specify Security Updates Screen

r

= Oracle Installer - WebLogic 10.3.6.0 —

Reqgister for Security Updates
Provide youlfgam ail address for security updates and OEACLE-

to initiate cot 'iguraticm manager.

Em ail:

Use My Cracle Support email address/fusername

= Email Address Not Specified
|wish to rec

f Tou have not provided an email address.

Lo youwizsh to remain uninfarmed of critical security
iZsUes in your configuration?

es | I Mo I

(oo ]

The user will now be prompted “Do you wish remain uninformed of critical security
issues in your configuration?”
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Select Yes and it will prompt “Do you wish to bypass initiation of the configuration
manager and remain uninformed of critical security issues in your configuration?”

r

= Oracle Installer - WebLogic 10.3.6.0 -

Register for Security Updates
Prowide your email address for security updates and DRACLE-

to initiate configuration manager.

Em ail:

Use My Qracle Support email addressfusername

Are you sure?

f Do youwwizh to bypass initiation of the configuration manager and
remain uninfarmed of critical security issues in your configuration?

| Tes || Mo I

Bz

Select Yes and Click on Next to proceed.
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Specify Security Updates Screen

r

cd Oracle Installer - WebLogic 10.3.6.0 -
Regﬁster for Security Updates
Providf ] Connection failed ORACLE
to initi
If necesszary, specify proxy server information. Othernize click Cancel and
check your network connection.
me
Proxy Server:
¥ Proxy Port:
Proxy Username:
Proxy Pazsword:
If thiz machine has no internet connection, select the checkbox below and
click Cantinue.
lwizh to remain uninformed of security iszues in my
configuration or this machine has ho Internet access.
| iCancel H Cantinue
B T —~EViOUs | | Mext |

Click to select the checkbox “lI wish to remain uninformed of security issues in my
configuration or this machine has no Internet access.”

Click on Continue to proceed.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual 58



Oracle Identity and Access Management Installation and Configuration

Specify Installation Type Screen

= Oracle Installer - WebLogic 10.3.6.0 —

Choose Install Type
Select the type of installation you wizh to perform. DRACLE-

® Typical
@ Install the fallowing product(s) and component(s):

& Weblogic Server
# Cracle Coherence

2 Custom

@ Choose software products and components ta install and perfarm
optional configuration.

e [

Following are the installation types:
e Typical
e  Custom

Select Typical and Click Next to continue.
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Specify JDK Selection Screen

Oracle Installer - WebLogic 10.3.6.0

JDK Selection
|DK(s) chosen will be installed. Defaults will ORACLE

be uzed in script string-substitution if installed.

) Dizcard Changes

Bundled |Dik.: Approximate installed size*

Highlighted item:
All selected bundled |DE's: 0.0 KB
Total of all selected iterns: 690.2 MB

*lnztaller requires free dizk space
approximately 2x this total

Local |DE:
Oracle 1L.7.0_60 {/scratchfjava/jdkl.7.0_&0)

‘ Previous | | Mext |

Check if the JDK Path listed is correct.

If the user wants to change the path, the user can do so by clicking on the Browse
button and selecting the path where JDK is installed.

Once done, Click Next to continue.
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Choose Product Installation Directories Screen

[ Oracle Installer - WebLogic 10.3.6.0 =

Choose Product Installation Directories

Provide the directories where you wizh to install DRACLE

WeblLogic 10.3.6.0.

") Discard Changes

Middleware Home Directory

FacratchfOracle/Middleware

Product Installation Directories

The Product Home might contain shared utilities and any products or companents far which unique
directories are not set.

Weblogic Server:
| JecratchfOracle/Middleware fodzerver_10.3 ” Browese. .. ‘

Oracle Coherence:

| JfecratchfOracle/Middleware fcoherence_3.7 ” Browese... ‘

| Previous | | Mext |

This screen shows the Middleware Home location and the Weblogic Server and Oracle
Coherence Product home directories.

The user should verify the path and Click Next to continue.
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Installation Summary Screen

[ Oracle Installer - WebLogic 10.3.6.0 - X

Installation Summary

The following Products and JDKs will be installed. ORACLE

[ WebLogic Server Description

L] Core Application Server Implements |EE technologies, Web services, and other

D Administration Console leading Internet standards, to provide a reliable framevwork
D Configuration Wizard and Upgrade for highly available, scalable, and secure applications.
[ web 2.0 HTTP Pub-Sub Server
[ ] webLogic SCA

[ webLogic JDEC Drivers

[ Third Party JDBC Drivers

D Weblogic Server Clients

D WeblLogic Web Server Plugins

D DDl and Xquery Suppart

D Evaluation Database : :
Approximate Installed size

"] ©racle Coherence
D Coherence Product Files Highlighted item: 693.9 hE
Total of all selected itemns: 690.3 MB

(4]l | []

|Ereuinus || Mext |

Review the information on this screen. The operations summarized on this page will be
performed when you click Next.

If you want to make any changes to the configuration before starting the installation,
click Previous option to navigate to the screen where you want to edit the data.

Click Next.

Then screen shows the progress of the installation.
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Installation Progress Screen

Oracle Installer - WebLogic 10.3.6.0

Oracle® WebLogic Server 112 Release 1 (1026
Qutperform

4 Quick application responsiveness

4 Proven, highest reliability, availability, and scalability
4 Fastest Java Virtual Machine

ORACLE

Inztalling.. POSITICNS [

20% ]
o] [ |

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Exit. Doing so will result in a
partial installation; the portion of the software that was installed on your system before
you click Exit will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

Oracle Installer - WebLogic 10.3.6.0

Installation Complete

Click the Done button to exit the installer. ORACLE-

- Message
Congratulationsz! Installation iz complete.

ORACLE’

o] o] o |

This screen summarizes the installation that was just completed with a message
“Congratulations! Installation is complete.”

Click Done to dismiss the screen.
6.2.2 Verifying the Installation

You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Directory

Check if Oracle Home directory exists or not.

6.3 Installing Oracle Identity and Access Management
This chapter describes the installation tasks which contains the following sections:
e Section 6.3.1, "Installing and Configuring Oracle Identity and Access Management”
e Section 6.3.2, "Verifying the Installation"

6.3.1 Installing and Configuring Oracle Identity and Access Management

Obtain IAM installer version 11.1.2.3.0 from the Oracle Fusion Middleware Downloads.
Download the zip file to a directory, and unpack the downloaded archive that contains
the installer.

e Now to start the installer, go to the directory where you unpacked the archive file
and switch to the Disk1 directory.
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e  Start the installer from the Disk1 directory

Jruninstaller —jreLoc Java_Home/jdk

Note: You must enter the absolute path of the JRE folder located in this JDK when
launching the installer.

e If you are installing on a UNIX system, and if this is the first time any Oracle
product is being installed on your system with the Oracle Universal Installer, you
will are asked to provide the location of an inventory directory. This is where the
installer sets up subdirectories and maintains inventory data for each Oracle
product that is installed on this system.

e Follow the instructions in the below table to configure the inventory directory
information. For more help, click on the screen name in the table below, or click the
Help button in the GUI.

Table: Inventory Directory and Group Screens

Screen Description and Action Required

Specify Inventory Specify the Oracle inventory directory and group
Directory Screen (UNIX permissions for that directory. The group must have
Only) write permissions to the Oracle inventory directory.

Click OK to continue.

Inventory Location Run the createCentralinventory.sh script as root.
Confirmation Screen ; ;

lick OK ntinue.
(UNIX Only) Click OK to continue

Now, perform the steps as shown below to install and configure OUD after you start the
OUD installer.
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Oracle Identity and Access agement Installation - Step 1 of 7

Welcome

Welcome

Install Software Updates

Prerequisite Checks
Instaliation Location
Installation Summary

nstaliation Progress

e e S S 'S

nstaliation Complete

| Hep |

FUSION MIDDLEWARE

Welcome to the Oracle Fusion Middleware 11 Oracle identity and
Access Management Installer version 11,1.2.3.0, This installer can be
used to install a new OIM Oracle Home, or to patch an existing OIM
Oracle Home

if you are installing a2 new Oracle home:

® Make sure you have installed a supported version of Oracle
WeblLogic Server 11g or IEM WebSphere

o if the products you are installing require database schemas,
make sure you have created these schemas in your database.
For more information, see the Oracle Fusion Middieware Installation

Planning Cuide -

Context Sensitive Help Is avallable by clicking Help

Copyright (¢) 2000, 2015, Oracle and/or its affiliates. All rights reserved

_Smeas A4g

| Next > _ | Cancel

lﬂapsed Time: Om 30s

The Welcome screen is displayed each time you start the installer.

Click Next to continue.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual

66



Oracle Identity and Access Management Installation and Configuration

Install Software Updates Screen

o Oracle Identity and Access Management Installation - Step 2 of 7 =t
ORACLE’
Install Software Updates 4
FUSION MIDDLEWARE
Welcome =

T St *) Skip Software Updates

'l' Skip Software Updates Search My Oracle Support for Updates

v Prérequisite Checks

\,I( instaliation Location

Jr Instaliation Summary

Search Local Directory for Updates

‘ Help | < fack l Next > J ] Cancel |

| [El‘ap-;ed Time: Om 50s

If you want to search for and download software updates from My Oracle Support, then
do the following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates.

Click Next to continue.

Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual 67



Oracle Identity and Access Management Installation and Configuration

Prerequisite Checks Screen

Il
! . ORACLE
Prerequisite Checks 4
FUSION MIDDLEWARE
T Helcome Selection Check | Progress | Status |
¥ Skip Software Updates Checking operating system certific 100% | v
.L Prerequisite Checks Checking recommended operating 100% v
‘L Instaliation Location Checking kernel parameters 100% | v
\'r Installation Summary Checking Recommended glibe ver 100% v
''''' Checking physical memaory 100% v
1 I [‘ ’
#-« Checking operating system certification =
# « Checking recommended operating system packages
4 Checking kernel parameters
#-« Checking Recommended glibc version
ol A Chanlimm mbusninnl s .L
| Help | <gack | Next> | Cancel
[ [Elapsed Time: 1m 25s

This screen shows whether the system requirements are met in order to install the
software.

If there is a problem, a short error message appears in the bottom portion of the screen.
Fix the error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation,
click Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

o Oracle Identity and Access Management Installation - Step 4 of 7 - %

Specify Installation Location ORACLE 11g
FUSION MIDDLEWARE

Welcome

Skip Software Updates

Prerequisite Checks

! Installation Location

Installation Summary

Installation Progress Oracle Middleware Home: |scratchj0racle,fr\a1iddleware| - | | Browse

C——C—€—@ €€

Installation Complete Oracle Home Directary: |Orac|e_IDMl |

The Oracle hame will be created under the Oracle Middleware Home location with
the given name.

| Help < Back || ﬂext:>J | Cancel

| |Elapsed Time: Om 50s

Specify the following installation locations:
e Oracle Middleware Home

= The absolute path to the directory where WebLogic Server was installed.
e  Oracle Home Directory: The directory name for your Oracle home:

* You can specify a pre-existing directory that you want to use as the Oracle
home; the directory must be an empty directory.

* You can specify the name of a new directory that will be created for you inside
the Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will
reside in this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as IDM_ORACLE_HOME throughout
the remainder of this document. If you are performing an installation on a Windows
operating system, be sure that your directory paths are valid, and do not contain double
backslashes (\\).

Click Next to continue.
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Installation Summary Screen

o Oracle Identity and Access Management Installation - Step 5 of 7 - X
. oRACLE
Installation Summary
FUSIDN MIDDLEWARE
b Welcome E-Summary Information: =
| : R
¥ Skip Software Updates E""—?':a““"'
| o = ----- Middleware Home Location: fscratch/Qracle/Middleware
‘I’ Prerequisite Checks “eeQracle Home Location: Jscratch/Oracle/Middleware/Oracle_IDM1
¥ Installation Location [=}-Disk Space:
| e i .3
i Installation Summary Required: 2600 B
} ----- Available: 5772 MB
HE=teliEIoREToiE= (R Free After Install: 3172 MB
I I |
_ Installation Complete [=--Applications:
----- Oracle ldentity Manager Server
----- Oracle ldentity Manager Design Cansale
----- Oracle |dentity Manager Remote Manager —
Ciracla Arca fananar b
Save Response File: | Save
To change this configuration before installing, select the topic you want to
change inthe pane on the left,
To install this configuration, select Install.
| Help < Back | Install | | Cancel
| |Elapsed Time: Sm 355

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

Oracle Identity and Access Management Installation - Step 6 of 7

ORACLE’ 11g

- FUSION MIDDLEWARE

I
b

Installation Progress

Welcome

Copying files for: Oracle Upgrade Assistant 11.1.1.9.0

Installation Progress
g Copying files for: Oracle |dentity Manager Server 11.1.2.3.0

T Progress
|
: Skip Software Updates 2% |
| Copying Files ..
Prerequisite Checks Ely Rl
I Install Log [scratch,/setup/Middleware/logs/install2016-09-23_03-27-10PM.lod
T Installation Location S -
| . o Copying files far: Oracle IDM Ul Shell 11.1.2.3.0 |
i ST Sy, Copying files for: Oracle OES 11.1.1.9.0
I
i@
T
[

| [

Installation Complete

Oracle Fusion Middleware o
Extreme Productivity

ORACLE’

| Help | | Cancel |

| Elapsed Time: 10m 0Os

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Installation Complete Screen

o Oracle Identity and Access Management Installation - Step 7 of 7 - X

Welcome

Skip Software Updates

Prerequisite Checks
Installation Location
Installation Summary
Installation Progress

) e S e ey |

Installation Complete

| Help

Installation Complete

ORACLE' 1 1
FUSION MIDDLEWARE

[} Install Software Only:
=} Location:

- Application Server Type: WeblLagic Server
[=I--Disk Space:

- Oracle Home Size: 2689 MB

“Available: 3108 MB

[=-Applications:

; Oracle Identity Manager Server

: ~Qracle ldentity Manager Design Console

----- Qracle ldentity Manager Remote Manager
: Diracla A

Fdzrmamar

Middleware Home Location: fscratchfOracle/Middleware
~Jracle Home Location: fscratchyOracle /Middleware/Oracle_IDM1

'S

4]

Save Installation Configuration: | Save |

Oracle Fusion Middleware 11g |dentity and Access Management Suite installed

successfully.

| Einish |

|Elapsed Time: 17m 50s

This screen summarizes the installation that was just completed.

You can also save this summary information to a file for future reference by clicking
Save. You will be prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.

6.3.2

Verifying the Installation

You can perform any combination of the following tasks to verify that your installation

was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in
logs directory inside your Oracle Inventory directory.

e Verifying the IDM Home Directory: Check for the presence of IDM Home
directory. For example, <Oracle_Home>/Oracle_IDM1
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Oracle Access Management Configuration

Oracle Access Management Configuration

Oracle Access Management includes components like Oracle Access Manager, Oracle
Access Management Security Token Service, Oracle Access Management ldentity
Federation, Oracle Access Management Mobile and Social.

Following topics in this chapter provides detailed information on configuring Oracle
Access Management:

e Section 7.1, "Configuring Oracle Access Management"

e  Section 7.2, "Register Oracle HTTP 11g Webgate for Oracle Access Manager"
Configuring Oracle Access Management

After installing Oracle Identity and Access Management, configuring Oracle Access
Management includes the following sections:

e Section 7.1.1, "Creating Weblogic Domain for Oracle Access Manager"
e  Section 7.1.2, "Post-Installation Tasks"

e  Section 7.1.3, "Verifying the Installation"

Creating Weblogic Domain for Oracle Access Manager

e Before you start configuring Oracle Access Management, note that the IDM
HOME is the path provided during IDM installation and is used to refer to the
Oracle home directory.

e Execute the below command, to launch the Weblogic Configuration Wizard:

<Oracle_Home>/wlserver_10.3/common/bin/config.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where
Weblogic Server is installed.

. Follow the instructions as shown below for installation:
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Welcome Screen

[3)

Welcome

Fusion Middleware Configuration Wizard

ORACLE

® Create a new WebLogic domain

Create a Weblogic domain in wour projects directory.

O Extend an existing WebLogic domain

Use this option to add new companents to an existing domain and modify configuration settings.

(] e |

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Select Domain Source Screen

B Fusion Middleware Configuration Wizard -

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:
O oracle Identity Manager - 11.1.2.0.0 [Oracle_|DM1]
|Orac|e Access Management And Mobile Security Suite - 11.1.2.3.0 [Oracle_IDM1]|
O oracle Adaptive Access Manager - Server - 11.1.2.0.0 [Oracle_ID1]
[ oracle Adaptive Access Manager Offline - 11.1.2.0.0 [Oracle_IDM1]
[ oracle Adaptive Access Manager Admin Server - 11.1.2.0.0 [Oracle_IDM1]

]

[ oracle Entitlements Server far Managed Server - 11.1.1.0 [Oracle_IDh1]

[ oracle Entitlements Server for Admin Server - 11.1.1.0 [Oracle_IDM1]

[ oracle Privileged A ccount Manager - 11.1.2.0.0 [Oracle_IDM1]

Oracle Enterprize Manager - 11.1.1.0 [oracle_cammaon]

[ oracle Bl Publisher - 11.1.1.6.0 [oracle_bip]

[ oracle BN DBC - 11.1.1.9.0 [aracle_hip]

[ oracle Directary Services Manager - 11.1.2.3.0 [Oracle_0LD1]

[ oracle Entitlements Server Weblogic Security Module On Weblogic Managed Server and JRF - 11.1.1.0 [Qracle_IDM1]
[ oracle Entitlements Server Weblogic Security Module O JRF - 11.1.1.0 [Oracle_IDM1] |Z|

(0 Base this domain on an existing template

Use this screen to select the components that you want to configure.

For Oracle Access Manager, select the Oracle Access Management And Mobile
Security Suite - 11.1.2.3.0 [IDM_HOME]

Click Next to continue.

Note: On selecting Oracle Access Management and Mobile Security Suite option, few
options like Oracle Enterprise Manager, Oracle WSM Policy Manager, Oracle JRF,
Oracle Platform Security Service and Oracle OPSS Metadata for JRF gets selected by-
default.
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Specify Domain Name and Location Screen

B Fusion Middleware Configuration Wizard - X
Specify Domain Name and Location
ORACLE’
Enter the name and location for the domain and its applications:
Domain hatme: | oam_domain |
Domain location: | fseratchfOracle fMiddleware fuser_projects/domains | | Browse |
Application location; | fsoratchfCracle /Middleware fuser_projects/fapplications || Erowse |

Specify the following locations:
e Domain name
Specify the name of the domain.
e Domain location
The default locations for the domain home is
<Oracle_ HOME>/user_projects/domains
However, the domain home directory can also be created outside of Oracle home.
e Application location
The default locations for the domain home is
<Oracle_ HOME>/user_projects/applications
However, the domain home directory can also be created outside of Oracle home.
Here, Oracle Home directory is where the Weblogic Server is installed.

Click on Next.
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Configure Administrator User Name and Password Screen

[ 3)] Fusion Middleware Configuration Wizard —

Configure Administrator User Name and Password

ORACLE

) Discard Changes

*Mame: | wehlagic

*User password: | rrtririrtrtrte

*Confirm user password: | riririrtinirts |

Description: | Thiz useriz the default administrator,

This screen is to provide the username and password for the Weblogic Administrator.
The default username is weblogic. The user can provide a different username.
Then, Click on Next.
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Configure Server Start Mode and JDK Screen

B Fusion Middleware Configuration Wizard -

Configure Server Start Mode and JDK
ORACLE

Before putting your domain into production, make sure that the production enwvironment is secure. For more information, see the topic
'Securing a Production Environment' in the Weblogic Server documentatian.

WeblLogic Damain Startup Mode JDK Selection

(®) Development Mode

Utilize boot.properties for username i® Available |DKs
and password and poll for applications
ta deploy. Sun SDE.1.7.0_79 @ fscratchflatest_software s fjavaf]

Sun JOK recommended for better startup
performance during iterative
development.

() Production Mode

4

Require the entry of a username and | " |I|
password and do not poll for

applications to deploy. ) Other JDK

WeblLogic |Rockit |DK recommended for Lacation: I:'
better runtime performance and
management.

e Choose a JDK from the Available JDKs.
e Select a mode under the Weblogic Domain Startup Mode.
Click Next.
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Configure JDBC Component Schema Screen

Fusion Middleware Configuration Wizard
Configure |DBC Component 5chema
ORACLE
Note: Change anly the input fields belowthat you wish to modify and values will be applied to all selected rows.
‘u’endor:| Oracle |~ | DBMS /Service: | INST |
Driver:| *Cracle's Driver {Thin) for Service connections; Versions:9.0.1| A | Hast Name:| 10.180.7.85 |
schema Owner:l Warigs amaong compaonent schemas | Por‘t:| 1521 |
SchemaPassword:l ikt |
RAC configuration far component schemas:
() Convert to GridLink () Corwvert to RAC multi data source () Don't conwert
Component Schema DEBMS/Service Host Mame Port Schema Owner Schema Password
OAM MDS Schema INZT 10.150.7.88 1521 | DEV1_MDS it
WSt MDS Schema INST 10.150.7.68 1521 || DEWL_MDS i
OAM Infrastructure INST 10.1580.7.88 1521 || DEVLI_OAM it
OM5M Schema IMNST 10.150.7.58 1521 || DEWL_CMSM Tttt
OPSS Schema INST 10.1580.7.88 1521 || DEV1_OPSS ity

This screen displays a list of the following component schemas:
¢ OAM MDS Schema

e OWSM MDS Schema

e OAM Infrastructure

¢ OMSM Schema

e OPSS Schema

Select a component schema, such as the OAM Infrastructure Schema or the OPSS
Schema, that you want to modify.

You can set values for Schema Owner, Schema Password, Database and Service, Host
Name, and Port.

Click Next.

Note: The schemas listed in this screen should be created before starting the
configuration using Oracle Repository Creation Utility. Refer to the chapter “Oracle
Repository Creation Utility for Schema Creation” for detailed information.
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Test JDBC Component Schema Screen

[ 3)] Fusion Middleware Configuration Wizard -
Test |DBC Component Schema
ORACLE’
Status Component Schema JOBC Connection URL

J’ oA MDS Schema jdbc:oracle:thin:@l0.180.7. 88:1521 /INST

\/' oS MDS Schema jdbe:araclethin:@l0.180.7.88:1521 fINST

\/' CAM Infrastructure jdbc:oracle:thin:@l0.180.7.88: 1521 f/INST

\f OpSM Schema jdbc;oraclethin@l0 180.7.858:1521 /INST

\/' QP55 Schema jdbe:araclethin:@l0.180.7.88:1521 fINST

Select All | | Unselect All | | Test Connections

Connection Result Log

Component S5chema=0MiM Schema IEI

Driver=aracle jdbc.OracleDriver

URL=jdbc:aracle:thin:@10.180.7.883: 1521 /INST

Uzer=DEV1_OMSM

Pas swiug g =T

5QL Test=zelect 1 from schema_wersion_registry where onner={zelect user from dual) and mr_type="CM5M'

CFGRWE-20850: Test Successfull |:|

This screen displays the status of the DB Schema Test Connection.
o If the test fails, click Previous, correct the issue, and try again.

e After the test succeeds, click on Next.
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Select Optional Configuration Screen

[ 3)] Fusion Middleware Configuration Wizard =

Select Optional Configuration

ORACLE’

] Administration Server
Modify Settings

[] Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

[] Deployments and Services
Target to Servers or Clusters

[ RDEMS Security Store
Maodify Settings

Choose the options to configure from the following list:
e Administration Server

e Managed Servers, Clusters and Machines

e Deployments and Services

o RDBMS Security Store

Select Administration Server and Click on Next.
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Configure the Administrator Server Screen

B Fusion Middleware Configuration Wizard -
Configure the Administration Server
ORACLE’
7 Discard Changes
*hame: |AdminSer\ter |
“Listen address: | All Local Addresses |~ ]

Listen port: | 7011 |

S5L listen port; | |

sSLenabled: [

Specify the following details of the Administration Server in this screen:
e Name

e Listen address

e Listen port

e SSL listen port (Only if SSL is enabled)

e SSL enabled

After entering the details, click on Next.

Oracle Banking Digital Experience Security Setup Configuration Manual 82



Oracle Access Management Configuration

Configuration Summary Screen

B Fusion Middleware Configuration Wizard -
Configuration Summary
ORACLE
Daomain Summary Click on an item inthe Domain Summary pane on the left to inspect its attributes
Summary View, inthe Details pane below, You can make limited adjustments by clicking Previous
) | Ceployment | - | to return to a prior panel. If everything is satisfactory, click Create.
|| oam_dam ain (,fscratcthracIe;Middlemre;useE D]
etails
B[ server
50 Adminserver Attribute Walue
= servi Mame Basic WebLogic Server Domain E
2 Ervice Dezcription  Create a basic WeblLogic Server domain without installing sam
= shutdown Class Authar Oracle Carporation
[] Joc-shutdown Locatioh Fecratch/Oracle fMiddleware fudserver_10.3/ commontemplat
[] oMsshutdoun
=[] startup Clazs Mame Oracle Access Management And Mobile Security Suite
|__‘| JRF Startup Class Cescription  Oracle Access Management Server and Mohile Security Extensi
D 1PS Startup Class AuthQr Cracle Corporation.
D ODL-Startup Location facratchfOracle fMiddleware/Oracle_IDMLjcommonftemplate
D AWT Application Context Sta Mame Cracle Mobile Security Manager
D M Fram ework Startup Class Description  Oracle Mohile Security Manager Extension Template
[] wreb Services Startup Class Authar Cracle Corporation
D JOC-5tantup Location fzeratchyOracle Middleware/ Oracle_IDML jcommon ftem plate
[] oMs-startup
= JoBC Mame Oracle Access Management
5 £ IDEC Data Source |Z| Description  Oracle Access Management Server Extension Template |Z|
[« | DR Dl

Review the domain configuration on this screen.

If you want to make any changes to the configuration before creating the domain, click
Previous to navigate to the selected screen where you want to edit the details.

Click Create to start creating the domain.

By default, a new Weblogic Domain to support Oracle Access Management is created in
the <Oracle_Home>/user_projects/domains directory.
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Creating Domain Screen

B) Fusion Middleware Configuration Wizard s

Creating Domain

ORACLE’

Progress:

( 100%

Preparing...

Extracting Domain Contents...

Creating Domain Security Infarmation...
Saving the Domain Information...

Storing Domain Information...

String Substituting Domain Files...
Perfarming &5 Specific Tasks...
Performing Post Domain Creation Tasks..
Domain Created Successfully!

Domain Location: fscratchflatest_softwares fOracle/Middleware fuser_projects /domains foam_dc
Admin Server URL: http:/ fofs=312590.in.oracle.com:7011

ORACLE"

[ | DI

- EEm P

This screen summarizes the domain creation information that was just completed.

Click Done to dismiss the screen.

e  After configuring Oracle Access Management in a Weblogic Administration Domain
and before starting the Admin Server, you must configure the Database Security
Store by executing the below command:

<Oracle_Home>/oracle_common/common/bin/wlst.sh
<IDM_HOME>/common/tools/configureSecurityStore.py -d
<Oracle_Home>/user_projects/domains/<OAM_domain>/ -c IAM -p
<opss_schema_password> -m create

e Now, start the Admin Server using the following command to check if the Security
Store is configured correctly.

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startW
eblogic.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where
Weblogic Server is installed & IDM_HOME is the absolute path of the Oracle_IDM
directory.
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7.1.2 Post-Installation Tasks

After installing and configuring Oracle Access Management, the user can perform the
following steps:

e  Configure your own LDAP to use instead of the default embedded LDAP, which
comes with Oracle Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console
using the following URL:

http://<hostname>:<oam_admin_port>/console
e Now, go to Security Realms > myrealm > Providers

e Click on ‘DefaultAuthenticator” provider and change the Control Flag to
SUFFICIENT and Save the changes.

e Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator
Type : IPlanetAuthenticator
Control Flag : SUFFICIENT

e Click on the new OUDAuthenticator Provider and under Provider Specific tab and
set the details of LDAP where the server should point. Refer to the following table
for more information:

Property Value

Host This is the LDAP Server (OUD/Open LDAP) Hostname
Port This is the LDAP Server (OUD/Open LDAP) Port. E.g. 1389
Principal This is the Administrator Account name. E.g. cn=orcladmin
Credential This is the Administrator Account password.

UserBase This is the OUD/ OpenLDAP user search base

DN cn=Users, dc=in,dc=oracle,dc=com

GroupBase This is the OUD/ OpenLDAP group search base

DN cn=Groups, dc=in,dc=oracle,dc=com

e Click on Save to update the changes.

e Click on Save and reorder the providers so that LDAP Provider gets highest priority
followed by OAMIdentityAsserter and DefaultAuthenticator.

e Click Save to apply the changes and shutdown the Admin Server for restart.
e Now, again start the Admin Server using the command,

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startWeb
logic.sh
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e Also, start the OAM Managed Server (by default it is ‘oam_server1’) as mentioned
below:

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startMan
agedWeblogic.sh oam_serverl

(Only if Managed Server Start Fails)

e In-case Managed Server startup fails with the below error

<Error> <Security> <BEA-090783> <Server is Running in Development
Mode and Native Library(terminalio) to read the password securely
from commandline is not found.>

e Setthe JAVA_OPTIONS, WLS_USER and WLS_PASSWORD as follows:

export JAVA_OPTIONS=-
Dweblogic.management.allowPasswordEcho=true

export WLS_USER=<oam_weblogic_username>
export WLS_PASSWORD=<oam_weblgoic_password>

e  After setting the values for the above variables, try starting the Managed Server
once again.

7.1.3 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation
was successful:

=  Ensure that the Administration Server and Managed Servers are up and running.
= Verifying the installation for Oracle Access Management

Log in to the Administration Console for Oracle Access Management using the following
URL:

http://<hostname>:<oam_admin_port>/oamconsole
You will be redirected to:
http://<hostname>:<oamserver_port>/oam/server

When you access this Administration Console running on the Administration Server, you
are prompted to enter a user name and password. Note that you must have
Administrator's role and privileges.

Verifying the installation for Weblogic Server Administration Console

If the installation and configuration of Oracle Access Management are successful, this
console shows the Administration Server in running mode.

7.2 Register Oracle HTTP 11g Webgate for Oracle Access
Manager

Before you can use the new Oracle HTTP Server 11g WebGate agent for Oracle Access
Manager, you must register the new WebGate agent with Oracle Access Manager by
using the Oracle Access Manager Administration Console.

Follow the instructions as shown below to Create Webgate SSO Agent, Manage
Application Domain & Resources for Oracle Access Manager.

e Create Webgate Agent
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Login into OAM Console.
E. g. http://<hosthame>:<oam_admin_port>/oamconsole
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In the Agents block, Click the “+” and choose Create Webgate.
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e Select the Version as 11g

e Enter the hostname in Name field
e  Click on Apply
This creates the 11g Webgate Agent for OAM.

Note : The hostname here will be the fully qualified hostname of the server where
Webagte is installed.
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Manage Application Domain
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Now, to search for an application domain, go to Launch Pad
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Click on Applications Domain in the Access Manager tab.
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Click on the Domain Name you want to configure.
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Click on the Resources Tab
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Search Results will show an entry for Resource URL as /** which is Protected.
Select the Resource entry and Click the Edit option.
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Modify the values of Protection Level, Authentication & Authorization Policy as shown.
Click on Apply to save the changes.
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Click on the Create Icon
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Access Manager >

Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource {decument or entity) stered on a server. Individual resource URLs need not be unique across
domains, but the combination of a resource URL, Query String, and a hest identifier must be unique across domains.

*Type \

Description

* Host Identifier
4 Uri
* Resource URL
4 Operations

Operations Available ¢ A&l

4 Protection
* Protection Level A\
Authentication Policy ¥

Authorization Policy ¥

Specify the following values for each of the fields respectively:

Type: The HTTP type is the default; it covers resources that are accessed using
either the HTTP or HTTPS protocol. Policies that govern a particular resource apply
to all operations.

Select Type HTTP
Description: An optional unique description for this resource.

Host Indentifier: A list of host identifiers is available, which contains all identifiers
that were defined as a shared component. You must search and choose a host
identifier to assign this resource.

Resource URL: The URL value must be expressed as a single relative URL string
that represents a path component of a full URL. For example, /index.html

Protection Level: Select “Protected” to protect a URL and associate it with a
protected-level Authentication Policy using variety of Authentication Schemes.

Authentication Policy: Select “Protected Resource Policy”.

Authorization Policy: Select “Protected Resource Policy”.

Click on Apply to add the resource.
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Same steps can be performed to protect other URLs as shown below:

Actions w View w <= Create Duplicate Edit Delete [z Detach
Resource : 0 A n S~ .
Row T Host Identifier ~ Resource URL Query String Authentication Policy ~ Authorization Policy
1 HTTP mum00acm.in....  [*/pages’ Protected Resource Palicy  Protected Resource Policy
2 HTIP mum00aom.in....  /** Public Resource Policy Public Resource Policy

Columns Hidden 2

e Create Custom Login Scheme
To add a Custom Login Page, go to Launch Pad on oamconsole.
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Click on Authentication Schemes from the Access Manager block.
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Click on Create Authentication Scheme
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Specify the following details:

Provide a name for the Scheme. E.g. OBDXLoginScheme

Select the authentication level as 2.

Choose the Challenge Method as FORM

Enter the Challenge Re-direct URL. E.g. /oam/server

Select the Authentication Module as LDAP

Enter the Challenge URL which is the actual URL of the login page.

Select the Context Type as External

Click on Apply to save the Scheme.
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Add the Login Scheme to the Authentication Policy

Go to the Launch Pad.
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Click on Application Domain.
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Click on Search and Select the Domain Name.
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Click on Authentication Policies Tab
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Click on Protected Resource Policy
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Select the Scheme create for Login from the Authentication Scheme drop-down.
Click on Apply to save the changes.

e Manage User Identity Stores

For modifying the OAM Identity Store to store LDAP details, click on Configuration
button available on the top-right corner.
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Click on User Identity Stores.
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Select the entry available under OAM ID Stores and Click the Edit option.
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Now, Select the Store Type depending on the LDAP to be used and you will be shown
additional fields to provide further details as shown below.
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4 Location and Credentials

4 Usaers and Groups

-------

4 Connection Detalls
Minimum Pool Sire - fiesuns time bt (in seconds
Maximum F e - Ratry
s - Lefern Pobicy

3%

4 Password Management

Enter the following details:

Location: Provide the LDAP hostname and port in the following form:
<hostname>:<port>

Base DN: This will be the LDAP username e.g. cn=orcladmin

Password: Enter the LDAP user’s password.

User Search Base: Provide the user search hierarchy e.g.
cn=Users,dc=in,dc=oracle,dc=com

Group Search Base: Provide the group search hierarchy e.g.
cn=Groups,dc=in,dc=oracle,dc=com

Now, check the Enable Password Management checkbox at the end and provide the
details in the fields as shown below.

4 Passwaord Management

=N

Click Apply to save the changes.
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Note : After mapping the LDAP server details in OAM ID Store, login to the oamconsole
will be only allowed using the LDAP admin user credentials. The user details can be
found in the usergroup.ldif file attached in the Section 7.1.4 “Creating the Attribute,
Object Schema, User and Groups on LDAP Server” of this document.

e Copying the artifacts generated after registering Webgate

Registering the new WebGate agent will generate the following files and artifacts either
in <IDM_HOME>/oam/server/rreg/client/rreg/output/Agent_ID directory or else in
<Oracle_Home>/user_projects/domains/<oam_domain>/output/Agent_ID directory:

e cwallet.sso
. ObAccessClient.xml

The wuser should copy the files from the above mentioned location to the
<WebTier_Instance_Home>/config/OHS/ohs1l/webgate/config directory and restart
OHS server instance.
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8. LDAP Installation and Configuration

This chapter describes the different ways of installing the
Lightweight Directory Access Protocol (LDAP) server in the following sections
respectively:

e Section 8.1, "Using Oracle Unified Directory"
e  Section 8.2, "Using Open LDAP"
e Section 8.3, “Creating Weblogic Domain for Oracle Unified Directory”

e Section 8.4, “Creating the Attribute, Object Schema, User and Groups on LDAP
Server”

8.1 Using Oracle Unified Directory

Oracle Unified Directory is a comprehensive next generation directory service. It is
designed to address large deployments and to provide high performance, and is highly
extensive. Oracle Unified Directory is easy to deploy, manage, and monitor.

This chapter describes the installation tasks which contains the following sections:
e  Section 8.1.1, "Installing and Configuring Oracle Unified Directory"
e  Section 8.1.2, "Verifying the Installation”

8.1.1 Installing and Configuring Oracle Unified Directory

e  Obtain OUD from the Oracle Fusion Middleware Downloads. Download OUD.zip
file to a directory, and unpack the downloaded archive that contains the installer.
By default, this directory is named OUD.

e Now to start the installer, go to the directory where you unpacked the archive file
and switch to the Disk1 directory.

Start the installer from the Disk1 directory (On UNIX)

Jruninstaller —jreLoc Java_Home/jdk

Note : You must enter the absolute path of the JRE folder located in this JDK when
launching the installer.

e If you are installing on a UNIX system, and if this is the first time any Oracle
product is being installed on your system with the Oracle Universal Installer, you
will are asked to provide the location of an inventory directory. This is where the
installer sets up subdirectories and maintains inventory data for each Oracle
product that is installed on this system.

e Follow the instructions in the below table to configure the inventory directory
information. For more help, click on the screen name in the table below, or click the
Help button in the GUI.

Table: Inventory Directory and Group Screens

Screen Description and Action Required
Specify Inventory | Specify the Oracle inventory directory and group
Directory Screen | permissions for that directory. The group must have write
(UNIX Only) permissions to the Oracle inventory directory.

Click OK to continue.
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Screen Description and Action Required

Inventory Location | Run the createCentrallnventory.sh script as root.
Confirmation Screen

(UNIX Only) Click OK to continue.

e Now, perform the steps as shown below to install and configure OUD after you
start the OUD installer.

Oracle Unified Direc

Welcome

ORACLE’ 11g

FUSION MIDDLEWARE

« Welcome

Welcome 1o Oracle Fusion Middieware 11 Oracie Unified Directory (OUD)

Install Software Updates
Y R Installer

« Prereqguisite Checks

For additional information and Installation instructions, pleass reférto the
w Instaliation Location Oracle Fusion Middieware Installation Cuide for Oracle Unified Directory

@ Installation Summary For more information, refer 1o the Oracle Fusion Middieware Enterprise
Installation Cuide

Click Help at any time for context-sensitive help

Click Next to begin the installation

Copyright (¢) 1999, 2015, Oracle and/or its affiliates. All rights reserved

Help ] Next > Cancel

Welcome Screen

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Install Software Updates Screen

o Oracle Unified Directory Installation - Step 2 of 7 B

Install Software Updates @ ORACLE 118
' FUSION MIDDLEWARE

Welcome
») Skip Software Updates

w Skip Sofiware Updates Search My Oracle Support for Updates
Prerequisite Checks

nstallation Location

nstallation Summ ary

R

Search Local Directory for Updates

Help < Back 1§ Next> ] Cancel

l [Elapsed Time: 1m 35

If you want to search for and download software updates from My Oracle Support, then
do the following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates.

Click Next to continue.
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Prerequisite Checks

(= Oracle Unified Directory Installation - Step 3 of 7

LDAP Installation and Configuration

ORACLE 11g

u y Welcome Selection Check | Progress Status |
I |
N Skip Software Updates Checking operating system certific 100% | v
| !
I o Prerequisite Checks Checking recommended operating... 100% | v
I
I
H! & Installation Location Checking kernel parameters 100% | v
I Anstajiation Location
H . ~ 1
; & Installation Summary Checking Recommended glibc ver. 100% | v
E 2 Checking physical memory 100% | v
I
-« Checking operating system certification e
#- Checking recommended operating system packages 7
¥  Checking kernel parameters _J
-+ Checkang Recommended glibc version —3
B SIS P D _'_J
Help <gack | Next> | Cancel |

bapsed Time: 1m 48s

This screen shows whether the system requirements are met in order to install the

software.

If there is a problem, a short error message appears in the bottom portion of the screen.

Fix the error, and click Retry to

try again.

If you want to ignore the error or warning messages and continue with the installation,

click Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

Oracle Unified Directory Installation - Step 4 of 7

Specify Installation Location ORACLE 11g
FUSION MIDDLEWARE

Welcome

Skip Software Updates

—

Prerequisite Checks

! Installation Location

Installation Summ ary

Installation Progress QUD Base Location Home: |scratcthracIemiddlewarel b | | Erowse

C——C——€—&H€

Installation Complete Oracle Home Directory: |Orac|e_OUD1 |

Provide avalid Unified Directory Base location

| Help | < Back || Mext > | | Cancel

| |Etapsed Time: 1m 9s

Specify the following installation locations:
e Oracle Middleware Home

The absolute path to the directory where WebLogic Server was installed.
e  Oracle Home Directory

The directory name for your Oracle home:

¢ You can specify a pre-existing directory that you want to use as the Oracle home;
the directory must be an empty directory.

e You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software
binaries will reside in this directory, and no runtime process can write to this
directory.

Note: This installation directory will be referred to as OUD_ORACLE_HOME
throughout the remainder of this document.

If you are performing an installation on a Windows operating system, be sure that
your directory paths are valid, and do not contain double backslashes (\\).

Click Next to continue.
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Installation Summary Screen

o Oracle Unified Directory Installation - Step 5 of 7

- OoRACLE' g
Installation Summary
FLISION MIDDLEWARE
) LEEEE - Install OUD
|
¢ Skip Software Updates E Dlrectnry Details
| o H nified Directary Base location: /scratch/Oracle /Middleware
- : -
‘I’ Frerequisite Checks Oracle Home Location: Jscratch/Oracle/Middleware/Oracle_0OUD1
¥ Installation Location E| -Disk Space
I -
i Installation Summary EEqUITed DI
I i S--Available: 7288 MEB
I Installation Progress E---Applicalinns
! Installation Complete “Installing Oracle Unified Directary Products
Save Response File: Save
To change this configuration before installing, select the topic you want to
change in the pane on the left,
To install this configuration, select Install.
| Help | = Back | | Install | | Cancel |
| [Elzpsed Time: 1m 535

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use
the navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save.
You will be prompted for the location of name of the file you want to create (for example,
silent_install.rsp). This file can be used later if you choose to perform the same
installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

o Oracle Unified Directory Installation - Step 6 of 7

Installation Progress ORACLE’ 11

FUSION MIDDLEWARE

Progress

Copying Files
InstaJILog /s;rat‘h/sexup/r1|dd|eware/|ogs/mslall2:16 09- ‘6 03- 53 Mﬁ\l Iog

p—— e T e ey Tt e e v T O Y— . - v e —_—

COp,mg files for. Oracle Universal Installer 11.1.0 <
Copying files for: Oracle Identity Healthcheck 11 1 3 0

Copying files for: Oracle Directory Services Manager 11.1.2.3.0 |54
Copying files for: Oracle Unified Directory 11.1.2.3.0 (44

st -

« Installation Progress

Oracle Fusion Middleware |
Improved Experience

ORACLE

| Help | Cancel ]

[ [Elapsed Time: 3m 4s

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result
in a partial installation; the portion of the software that was installed on your system
before you click Cancel will remain on your system, and you will have to remove it
manually.
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Installation Complete Screen

o Oracle Unified Directory Installation - Step 7 of 7 - X
- oRACLE’
Installation Complete g
FLISIDN MIDDLEWARE
i LoielErmG £l Install OUD
} E_:ip Software Updates E ‘Directory Details
| ¢ o H Unified Directory Base location: fscratch/Oracle /Middlewars
I PR ITEIE e i Oracle Home Location: fscratch/Oracle/Middleware/Oracle_QUD1
T Installation Location E] Disk Space
I o - i -Oracle Home Size: 205 MB
Installation Summary
I ¢ Available: 7080 Mg
T Installation Progress E}---Applicalinns
\L Installation Complete “-Installing Oracle Unified Directory Products
Save Installation Details: Save
Oracle Unified Directory installation completed successfully
| Help | Einish |
| |Elapsec| Time: 4m 44s

This screen summarizes the installation that was just completed.

You can also save this summary information to a file for future reference by clicking
Save. You will be prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.

e  After the installation of OUD, go to the OUD_Oracle_Home directory and start the
oud-setup.sh as follows,

cd /ORACLE_HOME/Oracle_OUD1/
Joud-setup

e  After starting the oud-setup, follow the steps as shown below:
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Oracle Unified Directory Setup

= Welcome Welcome
Server Settings The Cracle Unified Direciory Setup tool wil ask you for some basic server and data configuration
seftings and will get your server up and running quickly
Topology Options
Oracle Components Integration
Server Tuning
Review
Prograss
Finished

| Nt = Guit

Welcome Screen

The Welcome screen is displayed each time you start the installer.

Server Settings Screen

_—

Oracle Unified Directory Setup - 0 =
Welcome Server Settings
£ Server Settings Enter a port to ksten for LOWF requests and enter a password for the server inkial Root user
Topolegy Options Host Hame: ofss 31 2050 in oracle com
Directory Data LDAP Listener Port: 2388 Could not use 3E9. Portin use ar user not authorized

Oracke Componznts iLegratian Administration Connector Port: | 5444 Could not use 4444 Port in use or user not authorized
Sarver Tuning

LDAP Secures Access: disabled Canfigure...
Review

Root User DN: cn=arcladmin
Progress

. Passwaord: SR

Finished

Passwaord | confirm):

< Previous | | Next = Quit
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Enter the details as shown in the figure below:Host Name: Enter the directory server's
host name or IP address.

LDAP Listener Port: Enter the LDAP port for the directory server.
Administration Connector Port: Enter the port that will be used for administration traffic.

The default administration port is 4444.

Oracle Unified Directory Setup -

Welcome Topology Options

Choose the Data Replication Opbons. You can change these sethngs later using the ‘dereplicabon’
command-lme

Server Settings

+ Topology Options @ This wil be a stand aloee server

Directory Data This server wil be part of a rephcation topology
Oracle Companents Integration
Server Tuning
Review
Progress
Finished

< Previous | Next > Quit

Topology Options Screen
Select This will be a stand alone server.

Click Next.
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Welcome
Server Settings
Topology Options
% Directory Data
Oracle Components Integration
Server Tuning
Review
Progress

Finished

LDAP Installation and Configuration

Oracle Unified Directory Setup
Directory Data
Choose optons for the LDAP data to be hosted by the server

Directory Base DN: | Sl

Leave empty f you do nat want to create s base DN

Directory Data: & Only Create Base Entry (dc=in,dc=oracle dc=com)
Leave Database Emply

mport Data from LDIF File

mport Automatically-Generated Sample Data

< Previous | | Next >

Qu

Specify how to load data into your directory

Directory Base DN: Enter the base DN for your directory.

dc=in,dc=oracle,dc=com

Directory Data: Select the following data option: Only Create Base Entry: Creates an
entry with the base DN specified previously.

Click Next.
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Oracle Components Integration Screen

Oracle Unified Directory Sstup

Welkcome Oracle Components Integration

Server Settings Specily the Qracle components with which the server itegrabes. I 5 recommended [0 choose the aphan
covarng only your requiraments

Topology Options
# Mo specific integraton

Directory Data
[ Oracle Components Integration Enabie for DF [Directory Integraton Aatfanm}
Server Tuning Enable for E25 |E-Business Suite], Database Net Serdces and DIP
REwiew
Enabda far BUS (Enterprise User Secuntyl. BAS, Database Wet Services and DIF
Progress
Finished

= Previous | | Next = [ Quit |

Select No specific integration as we want a standard installation. This is the default
option.

Click Next.

Server Tuning Screen

Oracle Unified Directory Setup - x
Welkome Server Tuning
Selact how you want the OUD server to be tunad
r ings e
SEROPRE SRR The defaul proposed settings are calculated based on the free memory available m the machme. This =
f t rded v wa do not h special rements. 9 se s s later
Topo Options the recommended value € you do not have special requirements. You can change these setbngs late:

using the 'dstune’ command-line

Directory Data
Options: | Frovidng Runtime Options | v
Oracle Components Integration

« Server Tuning
0 You are running a non HotSpot(TM) WM (OpenjDK 64-Bit Server VM|
Review
To be able to tune the server using the automabc mode or using other criteria (ke providing
Progress some memary lmeation), you must use a HotSpotiTM) java Virtual Machine (hke the Oracle
Java Standard Edton)

Finshed

You tune the OUD servar by providing diractly the VM runtime options you want it to use -
The offlme tooks are import-Idf, expost.Idf, venfy.index and rebuld.index

Server Runtime Settings: Java rquments: ~server Change..,
Off-line Tools Runtime Settings: |sva sguments -server Change..

Reset to Default

< Previous | | Next > | Quit |
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The Server Tuning screen enables you to tune Oracle Unified Directory server by
selecting one of these options: Providing the specific memory to be dedicated to the
server.

Explicitly providing the run-time settings (JVM arguments) to be used by the server and
the off-line tools (import-Idif, export-Idif, verify-index, and rebuild-index).

To reset any changes to the default values, click Reset to Default.
Click Next.

Review Screen

Oracle Unified Directory Setup

Welcorme Review
Server Settings Review your settings and chck Finish § they are comect Shaw Surnimary i
Topology Options Hoat Name: ofes 31 7850 in oracle.com
Directory Data LDAP Listener Part: 1389
. Administration C tor Port: SA44
Dracle Compenents Integration RS ESR Rt R T,
LDAP Secure Access: disabled
r Tumi
ZATRIEe Root User DN: cn=arckadmin
< Review Directory Data: Create Mew Base DM de=indc=oracle do=com
Base DN Data- Only Create Base Enry |de=nde=oracke,d
Progress t=cam]
Finished Integration with Oracle companents: Mo Integration
Runtime Optiens: Use Custom Values for Server Runtime |-server)

Use Custom Values for Of-ine Tocks | -sender)

o Start Server when Configuration has Completed

< Previous | | Finish Quit

Review your configuration and Select Start Server when Configuration has Completed to
start the server after the directory server has been configured.

Click Finish.

Oracle Banking Digital Experience Security Setup Configuration Manual 121




LDAP Installation and Configuration

Configuration Done Screen

Oracle Unified Directory Setup

Welcoms Progress

SErver settings Creatng Base Erkry

Cancel
Topelogy Options

Ceetail
Directory Data i

See jscratchilatest_softeares/OracleMiddeware/asinst_2/0UDogs/oud -setup for a detaied |og of this

Oracle Components integration aperaban
Server Tuning Configening Derectory Server ..,.. Done.
Crealing Base Enlry de=inde=orstle. de=com ..
Review
=+ Prograss
Finished

After the processing is done i.e.,after creating directory server is done and starting
directory Is done click close.

8.1.2 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation
was successful:

e  Verifying the Installation Logs

Check for the presence of installation log files in logs directory inside your Oracle
Inventory directory. On UNIX systems, if you do not know the location of your

Oracle Inventory directory, you can find it in the OUD_ORACLE_HOME/oralnst.loc
file.

e  Checking the Browser URLs

Use the port numbers of OUD provided during configuration, by default UserDN
port is 1389 and Admin Connector Port is 4444. Check if there is any process
running on the port. Use the following command:

netstat —tulpn | grep <port_number>
To check the URLSs, use the format:

http://system_name:port_number/odsm
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8.2 Using Open LDAP

e  OpenLDAP Software is an open source implementation of
the Lightweight Directory Access Protocol using sldap configuration.

e Refer to the OpenLDAP-Configuration document located at
svn/clip/trunk/core/reference/product security/OpenLDAP-Configuration.docx for
detailed information.

8.3 Creating Weblogic Domain for Oracle Unified Directory
e  Start the Weblogic Configuration Wizard, by executing the below command:

<Oracle_Home>/wlserver_10.3/common/bin/config.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where
Weblogic Server is installed.

. Follow the instructions as shown below for installation:

Welcome Screen

r[] Fusion Middleware Configuration Wizard -

Welcome

ORACLE

® Create a new WeblLogic domain

Create a WehLogic domain in vour projects directory.

) Extend an existing WebLogic domain

Use this option to add new components to an existing damain and modify configuration settings.

(o] [ e |

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Select Domain Source Screen

B Fusion Middleware Configuration Wizard -
g\élect Domain Source
ORACLE
® Generate a domain configured automatically to support the following products:
[] oracle Identity Manager - 11.1.2.0.0 [Cracle_IDM1] E

[ Oracle Access Management And Mobile Security Suite - 11.1.2.3.0 [Oracle_IDM1]
[ Oracle Adaptive Access Manager - Server - 11.1.2.0.0 [Qracle_IDM1]

[ Oracle Adaptive Access Manager Offline - 11.1.2.0.0 [Oracle_IDM1]

[ Cracle Adaptive Access Manager Admin Server - 11.1.2.0.0 [Dracle_IDM1]
[] Oracle Entitlements Server for Managed Server - 11.1.1.0 [Qracle_IDM1]
[ Oracle Entitlements Server for Admin Server - 11.1.1.0 [Oracle_IDM1]

[ oracle Privileged Account Manager - 11.1.2.0.0 [Cracle_[DML]

[ Oracle Enterprise Manager - 11.1.1.0 [oracle_commaon]

[ ©racle Bl Publisher - 11.1.1.6.0 [aracle_hip]

[] oracle BI JDEC - 11.1.1.9.0 [oracle_hip]

|Orac|e Directory Services Manager - 11.1.2.3.0 [Oracle_OUD1]|

[] Oracle Entitlements Server Weblogic Security Module On JRF - 11.1.1.0 [Oracle_IDM1]

(1 Base this domain on an existing template

[ Oracle Entitlements Server Weblogic Security Module On Weblogic Managed Server and JRF - 11.1.1.0 [Cracle_IDM1]

[

Use this screen to select the components that you want to configure.

For Oracle Access Manager, select the Oracle Directory Services Manager -

11.1.2.3.0 [OUD_HOME]

Click Next to continue.

Note : On selecting Oracle Entitlement Server option, Oracle JRF option gets selected

by-default.
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Specify Domain Name and Location Screen

Fusion Middleware Configuration Wizard

Specify Domain Mame and Location

ORrRACLE

Enter the name and location for the domain:

Domain name: | oud_domain |

Damain location: | fscratchfOracle Middleware fuser_projects/domains | | Erowese |

Specify the following locations:

e  Domain name
Specify the name of the domain.
e Domain location
The default locations for the domain home is
<Oracle_ HOME>/user_projects/domains
However, the domain home directory can also be created outside of Oracle home.
Here, Oracle Home directory is where the Weblogic Server is installed.
Click on Next.
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Configure Administrator User Name and Password Screen

3] Fusion Middleware Configuration Wizard —

Configure Administrator User Name and Password

ORACLE’

) Discard Changes

i e | weblogic

*Uzer passward: | rintrtricirts

*Confirm user password: | Attt

Description: | This user is the default administratar.

This screen is to provide the username and password for the Weblogic Administrator.
The default username is weblogic. The user can provide a different username.
Then, Click on Next.
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Configure Server Start Mode and JDK Screen

Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK

ORACLE’

Before putting your domain into production, make sure that the production environment is secure. For mare information, see the topic
‘Securing a Production Enviranment' in the WeblLogic Server documentation.

‘WeblLogic Domain Startup Mode

JDK Selection

(=1 Development Mode

Utilize boot. properties for username
and passward and poll for applications
to deploy.

Sun |DK recommended for better startup
performance during iterative
development,

_1 Production Mode

Require the entry of a username and
password and do not poll for
applications to deploy.

WeblLogic [Rockit |DE recommended for
better runtime performance and
managem ent.

{®) Available |DKs

Sun SDE 1.7.0_79 @ /zcratch/latest_softwares fjavaf]

[« D]

() Other |DK

Laocation: I:I

Choose a JDK from the Available JDKs.

Select a mode under the Weblogic Domain Startup Mode.

Click Next.
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Select Optional Configuration Screen

'ﬂ Fusion Middleware Configuration Wizard o

Select Optional Configuration

ORACLE

Administration Server
Modify Settings

[0 Managed Servers, Clusters and Machines
Add or Delete
Modify Settings

O Deployments and Services
Target to Servers or Clusters

] RDBMS Security Store
Modify Settings

Choose the options to configure from the following list:
e  Administration Server

¢ Managed Servers, Clusters and Machines

e  Deployments and Services

e RDBMS Security Store

Select Administration Server and Click on Next.
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Configure the Administrator Server Screen

[3)] Fusion Middleware Configuration Wizard T
Configure the Administration Server
ORACLE’
" Discard Changes
*Mame: | Adminierver |
Tlisten address: | All Local Addresses | - |

Listen port; | ?DDl| |

S5L listen port: | |

silenabled: [

Specify the following details of the Administration Server in this screen:
e Name

e Listen address

e  Listen port

e  SSL listen port (Only if SSL is enabled)

e SSL enabled

After entering the details, click on Next.
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B Fusion Middleware Configuration Wizard -
Configuration Summary
ORACLE
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its attributes
Summary Yiew: it the Details pane below, Yo can make limited adjustments by clicking Previous
. | Deployment | - to return to a prior panel. If everything is satisfactory, click Create.
|| oud_domain (,"scratcthracIefMiddlewarefuserE Fa—
etails
= server
5 £ AdminServer Attribute Walue
&0 servi Mame Basic WebLogic Server Domain E
ervice Description  Create a bazic WeblLogic Server domain without installing samy
[0 shutdawn Class Author Oracle Corporation
[ Joc-shutdown Location fscratchy Oracle/Middleware fndserver_10.3/common ftem plat
[ omMsshutdoun
B[] startup Class Mame Oracle Directory Services Manager
D IRF startup Class Description  Oracle Directory Services Manager Extension Tem plate
D |PS Startup Class Authqr Qracle Corporation.
D ODL-Startup Location fscratchfCracle Middleware f Cracle_CQUDL fcommonftemplat
D AWT Application Context Stal Mame Oracle WebCenter Composer Extension
D JMX Framework Startup Class Description  This template configures Oracle WebCenter Compozer and de|
[] web services Startup Class Authar Oracle Carparation
D JOC-5tartup Location Jecratch/Oracle/Middleware foracle_commaonfcommaonftemp
[} oMs-startup
[ WLDF System Resource Mame Cracle WebCenter Composer
ﬁ Module-FMWDEW Description  This template configures Oracle WebCenter Compozer and dE||Z|
[« | ] [« |

Review the domain configuration on this screen.

If you want to make any changes to the configuration before creating the domain, click
Previous to navigate to the selected screen where you want to edit the details.

Click Create to start creating the domain.

By default, a new Weblogic Domain to support Oracle Unified Directory is created in the
<Oracle_Home>/user_projects/domains directory.
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Creating Domain Screen

B

Creating Domain

Fusion Middleware Configuration Wizard -

ORACLE’

Frogress:

[ 100% |

Preparing...

Extracting Domain Contents...

Creating Domain Security Information...
Saving the Domain Information...

Storing Domain Informatian...

String Substituting Domain Files...
Perfarming ©5 Specific Tasks...
Perfarming Post Domain Creation Tasks...
Domain Created Successfully!

Domain Location: fscratch,/Oracle /Middleware fuzer_projects fdomains foud_domain
Admin Server URL: http:/ fofss3128900in.oracle.com: 7001

ORACLE"

- T L e

This screen summarizes the domain creation information that was just completed.
Click Done to dismiss the screen.

After configuring Oracle Unified Directory in a Weblogic Administration Domain, the
Admin Server should be started to access the Directory Service on browser using the
URL http://<ldap_hostname>:<ldap_port>/odsm

8.4 Creating the Groups, Users, Attributes and Object Class in

Oracle Unified Directory.

1. To create Attributes

g

attributes.Idif

e Copy the “attributes.Idif” file to a location on the server where OUD is installed
and switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin
. Now, execute the below command:

Jldapmodify -h localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/attributes.ldif

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm and under the
Schema tab check if the following attributes are created:
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dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 1.3.5.2.5.7.8.3.2
  NAME 'homeBranch'
  DESC 'Home Branch'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
  SINGLE-VALUE
  EQUALITY caseIgnoreMatch
  USAGE userApplications )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 2.16.840.1.113894.201.1.35
  NAME 'businessUnit'
  DESC 'Business Unit'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
  SINGLE-VALUE
  EQUALITY caseIgnoreMatch
  USAGE userApplications )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 2.16.840.1.113894.201.1.42
  NAME 'targetUnit'
  DESC 'Target Unit'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
  SINGLE-VALUE
  EQUALITY caseIgnoreMatch
  USAGE userApplications )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 1.2.3.5
  NAME 'partyId'
  DESC 'Party Id'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
  SINGLE-VALUE
  EQUALITY caseIgnoreMatch )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 1.2.6.43
  NAME 'partyName'
  DESC 'Party Name'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
  SINGLE-VALUE
  EQUALITY caseIgnoreMatch )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 1.2.3.8
  NAME 'fcRoleId'
  DESC 'Role Identifier'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
 
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( 1.5.23.2
  NAME 'fcUserType'
  DESC 'User Type- Customer, Employee or Corporate Customer'
  SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )


attributes.ldif
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= businessUnit
=  homeBranch
= fcRoleld

= fcUserType

=  partyld

Ll partyName

= targetUnit

2. To create a Object Class

o

objectclass.Idif

e Copy the “objectclass.Idif” file to a location on the server where OUD is installed
and switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin
° Now, execute the below command:

Jldapmodify -h localhost -p <Ildap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/objectclass.ldif

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm and under the
Schema tab check if the ‘fcPerson’ and ‘fcRole’ object class is created.

3. To create Groups and Users

ot

usergroup.ldif

e Copy “usergroup.ldif” file to a location on the servers where OUD is installed and
switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin
¢ Now, execute the below command to create groups & users:

Jldapmodify -h localhost -p <Ildap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/usergroup.ldif

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm and under the
Data Browser tab, check if the users and groups are created.

4. Adding Optional Attributes

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm.
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dn: cn=Schema
changetype: modify
add: objectClasses
objectClasses: ( 2.5.9.6  
        NAME 'fcPerson'
        DESC 'An entry which represents a person in OBP'
        SUP top
        AUXILIARY
        MAY ( businessUnit $ homeBranch $ targetUnit $ partyId $ partyName $ fcUserType )
 )

dn: cn=Schema
changetype: modify
add: objectClasses
objectClasses: ( 1.2.3.9  
        NAME 'fcRole'
        DESC 'OBDX user role object class'
        SUP top
        AUXILIARY
        MAY ( fcRoleId )
 )


objectclass.ldif


dn: cn=Groups,dc=in,dc=oracle,dc=com
objectClass: groupOfNames
objectClass: top
cn: Groups

dn: cn=Users,dc=in,dc=oracle,dc=com
objectClass: groupOfNames
objectClass: top
cn: Users

dn: cn=Administrator,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
uniqueMember: cn=AuthAdmin,cn=Groups,dc=in,dc=oracle,dc=com
cn: Administrator

dn: cn=Administrators,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
uniqueMember: uid=oamadmin,cn=Users,dc=in,dc=oracle,dc=com
cn: Administrators

dn: cn=AuthAdmin,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
uniqueMember: uid=superadmin,cn=Users,dc=in,dc=oracle,dc=com
cn: AuthAdmin

dn: cn=Checker,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
cn: Checker

dn: cn=Maker,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
cn: Maker

dn: cn=Viewer,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
cn: Viewer

dn: cn=Customer,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
cn: Customer

dn: cn=CorporateUser,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
uniqueMember: cn=Checker,cn=Groups,dc=in,dc=oracle,dc=com
uniqueMember: cn=Maker,cn=Groups,dc=in,dc=oracle,dc=com
uniqueMember: cn=Viewer,cn=Groups,dc=in,dc=oracle,dc=com
cn: CorporateUser

dn: cn=RetailUser,cn=Groups,dc=in,dc=oracle,dc=com
displayname: Oracle Collaboration Suite Users
description: Group of users for whom the Oracle Collaboration Suite home page
  is the default page.
objectclass: top
objectclass: groupOfUniqueNames
objectclass: orclGroup
objectclass: fcRole
uniqueMember: cn=Customer,cn=Groups,dc=in,dc=oracle,dc=com
cn: RetailUser

dn: uid=superadmin,cn=Users,dc=in,dc=oracle,dc=com
givenname: superadmin
sn: OrigTen
userpassword: superadmin
l: IN
uid: superadmin
objectclass: inetOrgPerson
objectclass: orclUserV2
objectclass: organizationalPerson
objectclass: person
objectclass: fcPerson
objectclass: top
cn: superadmin

dn: uid=oamadmin,cn=Users,dc=in,dc=oracle,dc=com
givenname: oamadmin
sn: OrigTen
userpassword: oamadmin
l: IN
uid: oamadmin
objectclass: inetOrgPerson
objectclass: orclUserV2
objectclass: organizationalPerson
objectclass: person
objectclass: fcPerson
objectclass: top
cn: oamadmin



usergroup.ldif
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S p—— |

Directory Connections oD x @

(@) Home 2 Data Browser 69 Advanced Search &? Configuration g Schema % Security & Metrics

@ Network Group | network-group
2 DataTree Q Search

ver H-B/AXEBRTFSH YO
Entry
[ Reot
@ de=inde=oradle de=com
b & cn=Croups
b & on=Users

e Under the Data Browser tab, expand the Groups

o |

Directory Connections oUD X @

(@} Home Dtg Data Browser = &d Advanced Search &Cnnf\gurat\on r?:\ Schema &a Security | &Q Metrics

{# cn=Administrator Refresh | Apply | Revert
@ Network Group - network-group ¥

*Requirsd

5 Data Tree q Search Distinguished Name cn=Administrator,cn=Groups de=in,dc=oracle,de=com

View = TRB/ARBULT RS A O Created by cn=orcladmin Modified by cn=orcladmin

Eniry Createdat July 25,2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:43 AMIST

Root
@ de=inde=oradle de=com
& cn=Groups
5 &l cn=Administrator
» & en=Administrators
» i en=Authadmin Group Information
i & cn=Chedler
» @ en=Corporateliser
b & en=Customer
» & en=Maker
b & cn=RetailUser Owner QSE\ect See Also QSE\ect
» & en=Viewer
» @ cn=Users

Group Page  Aftributes

* Common Name  Administrator

Organization Unit  Admin Description

Qrganization Business Category

» Member Information

e  Select a particular group, e.g. cn=Administrator.
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DrecaryHanaer | o - |
Directory Connections QUD &

&) Home ?;g Data Browser & Advanced Search #Conﬁquratmn ﬁ Schema % Sequrity | & Metrics

& cn=Administrator

Refresh | Apply | Rewert
@ Network Group | network-group ¥

*Required
atg Data Tree Q Search Distinguished Name en=Administrator,cn=Groups,de=in,dc=oracle,de=com
View v - / b ?& F& 7T &1 & O Created by cn=orcladmin Modified by cn=orcladmin
Entry Createdat July 25,2016 5:31:16 PMIST  Modified at September 15, 2016 8:11:49 AMIST
Root GroupPage  Attributes
@ de=in de=oracls de=com .
i n=Groups Mandatory Attributes
» & cn=Administrator Object Class
» & cn=Administrators . add 3 pelete
b & cn=AuthAdmin Name
b & cn=Chedler groupQfuniquenames QSe\ect
» & cn=Corporatelser fehole q oot
» & cn=Customer
b g cn=Maker i top Q‘ Select
b & c=Retaillser
5 & cn=Viswer M cpAdd 3 Delete
'3 mcn:wr& Value
Administrator

> Optional Attributes

¢ Now, under the Attributes tab, expand the Optional Attributes.

oy e | 1 v I
Directory Connections 0oUD % @

(@ Home T2 Data Browser 64 Advanced Search & Configuration | & Schema @ Security | &d Metrics

& cn=Administrator Refresh | Apply | Revert
@ Netwerk Group | netwerk-group ¥
*Required
E Data Tree Q Search Distinguished Name cn=~Administrator,cn=Groups dc=in de=oracle,de=com
View v - / ® ?& Eﬁ: TF &1 @ O Created by cn=orcladmin Modified by en=orcadmin
Eniry Createdat July 25,2016 5:31:16PMIST  Modified at September 15, 2016 9:11:43 AMIST
ot GroupPage  Attributes
@ de=in de=oradle, de=com
B en=Groups Mandatory Attributes o
» & cn=Administrator Object Class
» & cn=Administrators . padd 3 oelete
b & cn=AuthAdmin Name
» & cn=Checker groupQfniquenames q Select
» & cn=CorporateUser feRole O‘ ekt
b & cn=Customer
b & cn=Maker W top Q Select
5 & en=Retailser
b & cn=Viewer o chadd 3 Delete
b @i on=Users Value
Administrator
: Optional Attributes Show Attributes

businesscategory dpAdd 3 Delete
Value
Attributes are not available.
desription opAdd 3§ Delete

Value
Attributes are not available.

-

. Click on Show Attributes button.
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Select Attributes

Available Attributes Selected Attributes
feroleid uniquemember
businesscategary
$ sesalso
owner
2 o
o
@ description
®

o (owe

e Inthe Filter type “fc” and click on Search button. It will show a entry for “fcroleid”.

Select Attributes

i
Available Attributes Selected Attributes
feroleid uniguemember
businesscategory
seealso
owner
ou
o

description

Lo | coe |

e  Select the entry “fcroleid”.
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Select Attributes

Fter

Available Attributes Selected Attributes

uniquemember

businesscategory
sl

F

ou
o
& description

&«

[ox [ conce

e  Click on the arrow to move the entry on right side.

Select Attributes

Filter | fe

Available Attributes Selected Attributes

uniquemember

description

fooled
_ox e |

e  Click Ok and the attribute will be added to the Optional Attribute list.
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Directory Connections oup %

@ Network Group | network-group ¥
2 Data Tree Q Search

ver @3- EB/RBATFHAHQ
Entry
Root

@ de=inde=orade de=com
& cn=Groups
> i cn=Administrator
» & cn=Administrators
&> i cn=Authadmin
» &l cn=Chedker
& i cn=Corporatelser
»» i cn=Customer
» 8 cn=Maker
» i cn=RetailUser
& i cn=Viewer

» @ cn=Users

LDAP Installation and Configuration

@) Home a@ Data Browser &3 Advanced Search & Configuration ‘% Schema &w Security | &d Metrics

i cn=Administrator

@ Information
You have unsaved changes.
Distinguished Name en=Administrator,cn=Groups, de=in de=oracle,dc=com

Created by cn=orcladmin Modified by en=orcladmin

B

Refresh | Apply || Revert

*Requirzd

]

Createdat July 25, 2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AMIST

Group Page | Attributes

Administrater
Optional Attributes

businesscategory dpadd ¥ Delete
Value
Attributes are not available.

description iy Add 9§ Delete
Valug
Attributes are not available.

feroleid 4Ad.d. % Delete
Valus
Attributes are not available.

o opadd § Delete
Value
Attributes are not available.

Show Attributes

. Now, Click on the ‘+ Add’ button of “fcroleid” attribute.

Directory Connections || [T OUD % I

@) o= ¥ Data Browser | 6d Advanced Search | 9 Configuration | g% Schema | @, Security | 64 Metrics

{H cn=Administrator Refresh | Apply || Revert
% Netwark Group | network-group ¥

*Required
13 DataTree  © Search

viewr §-F/RBRATFRAQ

Distinguished Name cn=Administrator,cn=Groups,dc=in,dc=oracle,dc=com

Created by cn=orcladmin Modified by en=crcladmin

Entry Created at July 25, 2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AMIST
R°°dt y > GroupPage  Attributes
ic=indc=oradle de=com
& 8 cn-roups Administrator «

5 & c=Administrator
» & en=Administrators
b i en=AuthAdmin

Optional Attributes Show Attributes

b & cn=Checker businesscategory dpadd 3¢ Delete
»» & en=Corporateliser Value
» &l en=Customer Attributes are not available.
en=Maker .
; §(n=RetaHUser ! description - ca add 3¢ Delete
b i en=Viewer Value
» & en=lsers Attributes are net available.
okl guadd 9§ Delete
Valus Value of optional attribute froleid
DIEGEE] ]
o cuadd 3 Delete
Value
Attributes are not available.
U aadd 3§ Delete
Value
Admin

e Refer to the table below and enter the value mentioned for the respective Group
which is being modified. E.g. for “cn=Administrator” group the value is
‘EMPLOYEFE".
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Groups

Value for ‘fcroleid’ Attribute

cn=Administartor

EMPLOYEE

cn=AuthAdmin

EMPLOYEE

cn=Checker

CORPORATE

cn=CorporateUser

CORPORATE

cn=Customer

RETAIL

cn=Maker

CORPORATE

cn=RetailUser

RETAIL

cn=Viewer

CORPORATE

CEeemp—r— |

Directory Connections oup % @
@) Home ?;g Data Browser &g Advanced Search ﬂﬂ Configuration ﬁ Schema @ Security 6O Metrics

i en=Administrator Refresh | Apply | Revert
% Network Group - network-greup ¥
*Required
12 DataTree O search ®

viewr FrBF/XBATTFRAO

Entry You have unsaved changes.
[E] Root
@ desinde=arade de=cor Distinguished Name cn=Administrator,cn=Groups de=in,dc=oracle,dc=com
& cn=Groups cn=orcladmin Modified by cn=orcladmin

> & en=Administrator
& cn=Administrators
» @ en=AuthAdmin

b & cn=Checker

> & en=CorporateUser

@ Information

Group Pagz  Attributes

Administrator

dat July 25,2016 5:31:16 PMIST  Medified at September 15, 2016 9:11:49 AMIST

& cn=Customer Optional Attributes Show Attributes
o & cn=Maker
» & c=RetailUser businesscategory + Add 3§ Delete
> 8 cn=Viewer Valve
b i en=Users Attributes are not available.
description o Add  §¢ Delete
Value
Attributes are not available.
@ frroleid .+ tdd 3 Delete
Value Value of opticnal attribute fcroleid
EMPLOYEE
O chAdd 3 Delete
Value
Attributes are not available. .
Click on Apply to save the changes.
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